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February 6, 2015

Submitted via regulations.gov Docket No. USTR-2014-0025
Susan F. Wilson

Director for Intellectual Property and Innovation

Office of the U.S. Trade Representative

600 17th Street, N.W.

Washington, D.C. 20508

Re: IIPA Written Submission Regarding 2015 Special 301 Review: Identification of Countries Under
Section 182 of the Trade Act of 1974: Request for Public Comment and Announcement of
Public Hearing, 79 Fed. Reg. 78133 (Dec. 24, 2014)

Dear Ms. Wilson:

The International Intellectual Property Alliance (IIPA) provides this response to the above-captioned Federal
Register Notice requesting written submissions from the public concerning intellectual property protection and market
access regimes in U.S. trading partners, in the “Special 301" review.!

The ultimate goal of Special 301 is not to catalogue trade barriers as such, but rather to enhance the ability of
U.S. creators to reach foreign markets through legitimate channels in competitive and growing marketplaces, physical
and online. Many of the changes needed in foreign markets in order to advance this goal — higher standards of copyright
protection, efficient copyright enforcement, sound legal structures for licensing, and elimination of market access
barriers — also help our trading partners to develop, nurture, and enjoy the benefits of their own local cultural and
creative output. The real beneficiary is the consumer, who will have greater access, through more avenues than ever
before, to increasingly diverse creative output — the literary works, music, movies and TV programming, video games,
software, and other products and services that depend on or are protected by copyright.

With this broad vision in mind, [IPA has participated in every Special 301 review since the 1988 Trade Act
created this process. This year, as in the past reviews, we provide public comments on acts, practices and policies of
our key trading partners that present obstacles to achieving this goal. Over the years, we have witnessed enormous
opportunities afforded by changing market conditions and new technologies, with huge potential to expand economic
growth and cultural activity in key foreign markets. Unfortunately, much of this potential for economic and creative
growth has gone unrealized due to the impacts of inadequate copyright protection and market access barriers. lIPA’s
recommendations therefore also discuss emerging best practices to address these issues.

This year's |IPA Submission focuses on markets where IIPA members are actively engaged, and/or where we
believe active engagement by the U.S. government will reap positive results for creators and the industries that support
them. IIPA identifies opportunities and challenges facing creative industries in these key foreign markets, which, if met
and addressed, will promote job creation and economic growth, increased foreign direct investment, increased exports,
and other benefits flowing from adequate intellectual property protection and effective enforcement systems. We

"The Federal Register notice invites “written submissions from the public conceming foreign countries that deny adequate and effective protection of intellectual
property rights or deny fair and equitable market access to U.S. persons who rely on intellectual property protection.” [IPA will file under separate cover a Notice of
Intent to Testify at the February 24, 2015 public hearing on Special 301.
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applaud USTR for making the Special 301 process a positive catalyst for change to address our creative industries’
challenges in key markets around the world.

The Special 301 process has vyielded significant progress in a number of countries, which is clearly
documented by the Special 301 historical record. For instance, Korea, which appeared on the Priority Watch List in the
original 1989 USTR “Fact Sheet,” and which figured in USTR lists for the next 19 years, no longer appears on any
Special 301 list. This is because Korea has transformed its copyright law and enforcement regime into one which now
serves as a model for Asia. There are many other countries in which, although some problems remain, there have been
similar improvements in their intellectual property regimes and/or market access rules, so that they no longer appear on
a Special 301 list. Such countries include: Australia, Bahrain, Brunei, Cyprus, Czech Republic, Denmark, Germany,
Hungary, Ireland, Japan, Jordan, Latvia, Lithuania, Macau, Malaysia, New Zealand, Oman, the Philippines, Poland,
Qatar, Singapore, and Slovakia.

In this year's IIPA Submission (which includes this letter and appendices), [IPA recommends that 15 countries
appear on the 2015 Special 301 list, that two markets be subject to an Qut-of-Cycle Review (OCR), and that the U.S.
commit to “special engagement” with two additional countries. These recommendations can be summarized in the
following chart:

IIPA 2015 Special 301 Recommendations

No Change | Priority Watch List Watch List Out-of-Cycle Review | Special Engagement
Ukraine Chile Brazil Hong Kong Italy

China (306)2 Canada Spain

India Colombia

Indonesia (OCR) Mexico

Russian Federation | Switzerland

Thailand Taiwan

Vietnam United Arab Emirates
1 7 7 1 2

While 1IPA does not provide a separate report on Hong Kong this year, we recommend an Out-of-Cycle
Review (OCR) to monitor whether Hong Kong has enacted long-overdue copyright modernization legislation for the
digital networked environment, while rejecting proposals to insert a broad and ill-defined exception to the exclusive
rights of copyright owners, modeled on the user-generated content exception recently adopted in Canada. In the case of
certain other countries, including Argentina, Costa Rica, Ecuador, Peru, Venezuela, and Turkey, which still appear on
USTR'’s 2014 Special 301 list, lIPA is not providing any new information in this filing. This reflects the fact that IIPA is not
aware of any information that would have a bearing on such countries’ status under Special 301, and is not aware of
information to indicate any substantial change in the problems previously identified. Thus, we do not propose any
change in their status.

A ABOUT IIPA; IIPA’S INTEREST IN SPECIAL 301

IIPA is a private sector coalition, formed in 1984, of trade associations representing U.S. copyright-based
industries working to improve international protection and enforcement of copyrighted materials and to open foreign
markets closed by piracy and other market access barriers. Members of the IIPA include Association of American
Publishers (www.publishers.org), Entertainment Software Association (www.theesa.com), Independent Fim &
Television Alliance (www.ifta-online.org), Motion Picture Association of America (www.mpaa.org), and Recording
Industry Association of America (www.riaa.com). lIPA’s five member associations represent over 3,200 U.S. companies
producing and distributing materials protected by copyright laws throughout the world. These include entertainment
software including interactive video games for consoles, handheld devices, personal computers and the Internet, and

2The notation “306” refers to monitoring of a country’s compliance with trade agreements with the U.S. under Section 306 of the Trade Act.


http://www.publishers.org/
http://www.theesa.com/
http://www.ifta-online.org/
http://www.mpaa.org/
http://www.riaa.com/
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educational software; motion pictures, television programming, DVDs and home video and digital representations of
audiovisual works; music, records, CDs, and audiocassettes; and fiction and non-fiction books, education instructional
and assessment materials, and professional and scholarly journals, databases and software in all formats.

In December 2014, IIPA released the latest update of its comprehensive economic report, Copyright Industries
in the U.S. Economy: The 2014 Report, prepared by Stephen E. Siwek of Economists Inc. According to the report, the
“core” copyright industries in the U.S. generated over $1.1 trillion dollars of economic output in 2013, accounting for
6.71% of the entire economy. The core copyright industries also employed nearly 5.5 million workers in 2013,
accounting for over 4% of the entire U.S. workforce, and nearly 5% of total private employment in the U.S. These
workers earn on average 34% higher wages than other U.S. employees. The core copyright industries also outpaced
the U.S. economy, growing at 3.9% between 2009 and 2013, while the U.S. economy grew by 2.25%. When factoring in
other industries that contribute to the copyright economy (which together make up the “total” copyright industries), the
numbers are even more compelling. Finally, the report highlights the positive contribution of selected copyright sectors
to the U.S. overall trade balance. In 2013, these sectors contributed $156 billion in foreign sales and exports, exceeding
that of many other industry sectors, including: chemicals, aerospace products and parts, agriculture, and
pharmaceuticals and medicines.® Studies such as this amply demonstrate the contribution of creators, and the
copyright-based industries that support them, to the economy. They also highlight what is at stake if those creators and
industries — which rely on high standards levels of copyright protection and open markets — have to face the additional
hurdles and costs associated with obstacles such as copyright piracy and market access or discriminatory trade
barriers.4

Content industries and their legitimate distributors continue to explore new modalities of delivering content to
consumers, launching new legitimate businesses, services, or apps, to make movies, music, video games, and
published materials available to more people in more countries in more diversified and flexible ways than ever before.
Unfortunately these innovative new services are confronted with unfair competition from those who engage in piracy as
a high-profit, low risk enterprise, unencumbered by the considerable costs associated with either producing copyrighted
works, obtaining rights to use them, or protecting them against theft. Market access or discriminatory barriers imposed
by governments further harm creators and discourage investment in legitimate services.® In this way, piracy and market

3See Stephen E. Siwek, Copyright Industries in the U.S. Economy: The 2014 Report, December 17, 2014. The report can be accessed at
http://www.iipa.com/copyright us _economy.html. Core copyright industries are those whose primary purpose is to create, produce, distribute, or exhibit copyright materials.
The link between copyright protection and economic growth is well documented by the World Intellectual Property Organization (WIPO) in its report, 2074 WIPO Studies
on the Economic Contribution of Copyright: Overview, and the WIPO website now lists 49 country studies employing virtually the same agreed-upon methodology. See
http://www.wipo.int/export/sites/wwwi/copyright/en/performance/pdf/economic _contribution_analysis 2012.pdf. These national studies provide the economic underpinnings
for efforts to reform copyright law, improve enforcement, and lower market access barriers. The Motion Picture Association Asia Pacific has issued a series of “Economic
Contribution of the Film and Television Industry” studies for Malaysia (2014), India (2013, 2010), Taiwan (2013), Shanghai (2012), Japan (2012), New Zealand (2012,
2009), Indonesia (2012), Thailand (2012), South Korea (2012), China (2012), Australia (2011), and Hong Kong (2009). See Motion Picture Association Asia-Pacific,
Research and Statistics, at http://mpa-i.org/research-and-statistics/. See also UK Music's The Economic Contribution of the Core UK Music Industry (2013), at
http:/www.ukmusic.org/assets/general/The Economic Contribution of the Core UK Music Industry WEB Version.pdf, and PWC'’s Economic contribution of the
New Zealand music industry, 2012 and 2013 (2014), at http://www.wecreate.org.nz/wp-content/uploads/2014/07/PWC-Music.pdf. See also Economists Inc.’s Video
Games in the 21st Century: The 2014 Report (2014), at http://www.theesa.com/wp-content/uploads/2014/11/VideoGames21stCentury 2014.pdf.

4In an increasingly digital, online, and mobile marketplace, true estimates of the cost of copyright piracy are difficult to quantify. A study released in 2011 by BASCAP
(Frontier Economics) estimated the value of digitally pirated music, movies and software (not losses) at $30-75 billion in 2010, potentially growing to $80-240 billion
by 2015. Frontier Economics, Estimating the Global Economic and Social Impacts of Counterfeiting and Piracy: A Report Commissioned by Business Action to Stop
Counterfeiting and Piracy (BASCAP), February 2011. The Motion Picture Association commissioned studies from IPSOS and Oxford Economics on Economic
Consequences of Movie Piracy: Japan (2011) and Economic Consequences of Movie Piracy: Australia (2011). In January 2014, the United Nations Office on Drugs
and Crime launched a new global campaign to raise awareness among consumers of the harm being caused by the estimated $250 billion a year illicit trafficking of
counterfeiting and piracy. See 'Counterfeit: Don't Buy Into Organized Crime' - UNODC Launches New Outreach Campaign on $250 Billion a Year Counterfeit
Business, January 14, 2014, at http://www.unodc.org/counterfeit/. The campaign informs consumers that buying counterfeit goods could be funding organized
criminal groups, puts consumer health and safety at risk, and contributes to other ethical and environmental concemns.

5See, e.g., http://wheretowatch.com/ (movies and TV content); http://www.pro-music.org/ (music); and http:/www.theesa.com/purchasing-legitimate-digital-copies-
games/ (video games).

6See, e.g., United States Trade Representative, 2014 National Trade Estimate Report on Foreign Trade Barriers, March 31, 2014, at
http://www.ustr.gov/sites/default/files/2014%20NTE%20Report%200n%20F TB.pdf, for the U.S. report on many market access and other trade barriers around the
world. IIPA and MPAA filed written submissions in the NTE docket. See International Intellectual Property Alliance, IPA Written Submission in Response to: Request
for Public Comments to Compile the 2015 National Trade Estimate Report on Foreign Trade Barriers, 79 Fed. Reg. 48292 (August 15, 2014), October 29, 2014, at
http://www.iipa.com/pdf/2014 Oct29 IIPA_NTE Filing.pdf; Motion Picture Association of America, MPAA Comments Regarding the 2015 National Trade Estimate
Report on Foreign Trade Barriers (Docket: USTR 2014-0014), October 29, 2014, at http://www.mpaa.org/wp-content/uploads/2014/10/MPAA-Foreign-Trade-Barriers-

Report.pdf.




IIPA 2015 Special 301 Letter to USTR, February 6, 2015, page iv

access barriers not only damage existing authorized distribution channels, but also impede the evolution of new
legitimate channels.

B. SUMMARY OF THE IIPA 2015 SPECIAL 301 SUBMISSION

The IIPA 2015 Special 301 Submission provides information intended to assist the U.S. government in defining
plans of action for the year ahead to improve copyright protection and open markets to U.S. materials protected by
copyright in key countries. Section C follows the lead of USTR in providing a section on “Developments in Intellectual
Property Rights Protection and Enforcement,” which discusses broad global trends and issues in IPR protection and
enforcement. Section C is divided into the following sections:

Positive Developments

Key Challenges for Copyright Industries
Implementation of Treaties and Trade Agreements
Market Access Barriers

o=

Within these sections, IIPA takes the opportunity to comment on the acts, policies, or practices in some
countries not covered in a full country survey but deserving of mention to illustrate a specific concern. Appendix A to the
Submission includes all the country surveys.” Appendix B to the Submission provides a chart of countries/territories’
placement on Special 301 lists by USTR since 1989.8

C. DEVELOPMENTS IN INTELLECTUAL PROPERTY RIGHTS PROTECTION AND ENFORCEMENT

1. Positive Developments

lIPA notes positive developments in the following markets:

o China — While China remains one of the most difficult markets in the world for creators and copyright holders, there
have been several positive actions over the past year or so that warrant mention. Major online piracy services such
as QVOD, Baidu, SiluHD, HDstar, DY161, and FunShion, were subject to deterrent enforcement actions in Chinese
courts. The first criminal conviction was obtained against a defendant engaging in, and profiting from, illegal
camcording of a movie in an exhibition facility. Market opening measures (highlighted in greater detail in the country
report in Appendix A) suggest that China’s market is becoming more accessible to U.S. entities. There remain
concerns over lack of full market access for many sectors, and a new provision imposing onerous censorship and
quotas for the online distribution of audiovisual materials raises further concerns. Much more needs to be done to
allow U.S. copyright industries to compete in an open and transparent manner in China, and to ensure that actions
taken by the Chinese government translate into legitimate sales. For instance, Chinese per capita spending on
music from legitimate sources remains among the lowest in the world, reducing that country’s music market to a
small fraction of what it should be.

o The Philippines — The Philippines, under the leadership of outgoing Intellectual Property Office (IPO PHL) Director
General Ricardo Blancaflor and Optical Media Board (OMB) head Ronnie Ricketts, has found innovative ways to
improve copyright protection in the archipelago. With limited resources, the IPO PHL and OMB have sought ways

"Country surveys were prepared by counsel to the [IPA, Michael Schlesinger, Amanda Wilson Denton, Eric Schwartz, and Steven Metalitz, and are based on
information fumnished by IIPA’s member associations. We thank Pamela Burchette for her contribution in preparing, producing and distributing this submission. The
country reports contain information which should not be construed as providing legal advice.

8Many of these countries/territories have appeared on a Special 301 list each year since 1989, and are recommended by IIPA to appear there again. A 1994
amendment to Section 182 of the Trade Act, dealing with identification of “priority foreign countries,” provides that the U.S. Trade Representative must take into
account “the history of intellectual property laws and practices in the foreign country, whether the country has been identified as a priority foreign country previously,
and U.S. efforts to obtain adequate and effective intellectual property protection in that country.” Uruguay Round Agreements Act Statement of Administrative Action,
reprinted in H.R. Doc. No. 103-316, vol. |, at 362 (1994). Under these criteria, these countries/territories named by IIPA are particularly vulnerable.
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to eradicate hard goods piracy in malls. Strong copyright provisions were added to Philippine law to address third
party liability and provide IPO PHL with enhanced enforcement authority. A law outlawing camcording resulted in a
reduction of detections. While concerns remain, including unauthorized on-demand photocopying and the use of
social media platforms to sell unauthorized books, mobile device “repair” shops doubling as piracy portals, and
weak provisions on technological protection measures (TPMs), Philippine aspirations to join the Trans-Pacific
Partnership (TPP) no longer appear as unrealistic as in the past.

e Spain - IIPA is encouraged that Spanish policymakers have adopted important reforms to the Intellectual Property
Law and Civil Procedure Law in 2014, which could allow for meaningful action against online piracy. The success of
these amendments will rest on the will of the government to vigorously enforce its provisions, the interpretation of
the courts and administrative bodies charged with copyright enforcement, and the strength of further amendments
to the Criminal Code that Spain’s Congress could adopt as early as mid-2015. The copyright industries seek
evidence that cases before the Spanish Copyright Commission and civil and criminal actions can proceed
effectively against infringing linking sites, peer-to-peer piracy, and circumvention devices. Spain’s Internet piracy
problem remains one of the most acute in the world, and decimates the market for local and international music,
independent films and their authorized distributors, and other copyright materials in the country.

2. Key Challenges for Copyright Industries

In this section we summarize some of the overarching trends and challenges confronting the U.S. copyright
industries seeking to compete in overseas markets.

a. The Need for Deterrent Enforcement Responses to Copyright Infringement

As an overarching objective for the copyright industries, IIPA supports activities to secure globally effective
legal frameworks capable of providing deterrent enforcement against copyright infringement, and to ensure that
enforcement authorities employ these legal frameworks to combat such infringement. To advance these goals, countries
should —

—dedicate enforcement resources (and provide training and capacity building) commensurate with the scale of
the piracy problem;

—provide for “effective action” and “remedies that constitute a deterrent” to infringement, as the minimum
required by the World Trade Organization’s TRIPS Agreement, through civil, administrative, and law enforcement
channels, and effective adjudication in the courts;

—update laws and enforcement tools to meet current infringement challenges, including organized crime and
cybercrime syndicates; and

—implement (and accede to) the WIPO Copyright Treaty (WCT) and the WIPO Performances and
Phonograms Treaty (WPPT).

b. Internet and Mobile Network Piracy

IIPA members’ companies are leaders in the new online and mobile economy. The remarkable growth of new
fully licensed and legitimate channels for consumers around the world to access creative content in a variety of new and
innovative ways is one of the most encouraging trends in global markets for copyright material. Unfortunately,
widespread Internet and mobile network piracy, often by services that profit from enabling others to infringe copyright,
hampers the growth of legitimate services in global markets, and limits their market opportunities.® Online and mobile

9According to a NetNames study in late 2013, an astonishing 23.8% of all Internet bandwidth in North America, Europe, and the Asia-Pacific is devoted to copyright
infringement. David Price, Sizing the Piracy Universe, NetNames, September 2013 (available to registered users). A 2011 study by Envisional concluded that nearly
half of all infringing activity occurred using BitTorrent, with the rest divided among cyberlockers, peer-to-peer (P2P) downloading and uploading, forums or bulletin
boards, and streaming. Envisional, Technical Report: An Estimate of Infringing Use of the Internet, January 2011 (on file with [IPA).
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network piracy threatens the viability of licensed platforms,'® and erodes the capacity of authors, artists, musicians,
filmmakers, video game developers,' performers and songwriters to earn a living from their craft. To address these
concerns, IIPA supports approaches such as:

e USTR’s “Special 301" “Out-of-Cycle Review of Notorious Markets,” identifying key marketplaces that are involved in
intellectual property rights infringements. This initiative has led to closure of Internet websites or mobile apps whose
businesses were built on illegal conduct, greater cooperation from identified “notorious” and other suspect sites,
and the facilitation of licensing agreements for legitimate distribution of creative materials. [IPA members identified
86 notorious markets in the most recent filing in October 2014, with Canada, China, Brazil, Russia, and Switzerland
accounting for roughly half of the sites nominated. Ukraine, Spain, Vietnam, Argentina, Hong Kong, Indonesia,
Mexico, Peru, and Thailand are among the other countries with which such sites are associated.

o Establishing a framework that creates incentives for network service providers to work with right holders to curb the
use of their networks and services for infringing purposes,'? and removes impediments to such cooperation,
including by implementing the WCT and WPPT, recognizing online piracy as a form of cybercrime, and fostering
cooperation among all industry stakeholders (including ISPs) in the online supply chain to combat online
infringements. Some governments — for instance, in South Korea and Singapore — are embracing more proactive
solutions, such as legislation to provide more effective remedies against online infringements, both those hosted
within and outside their borders.

e Inter-industry cooperation to combat systematic online infringement of copyright. This effort must involve all
participants in the online advertising ecosystem (advertisers, ad agencies, ad networks, and the providers of
advertising placement and related services),'® the payment processing industry, and search engines.

c. Media Boxes/Set-Top Boxes (STBs)

In a growing and troubling trend, devices intended to enable consumers to stream and/or download
copyrighted content from online sources without authorization or license have proliferated in markets around the world,
particularly in China, Taiwan, Indonesia, Thailand, and Vietnam, as well as Malaysia, Hong Kong, and Singapore, and
as far away as Spain and UAE. Called Media Box, Set Top Box (STB), or Over-The-Top (OTT), these boxes are
primarily manufactured in China and Ukraine (although some are sourced from Spain). Unlike legitimate boxes, these:
1) enable users to decrypt without authorization encrypted pay television programming; 2) facilitate easy access to
remote online sources of unauthorized entertainment content including music, music videos, karaoke, movies, published
materials and TV dramas; and 3) permit storage of unauthorized content. The boxes can be hooked up to smart TVs,
facilitating easy access to all kinds of unauthorized entertainment content. Enforcement authorities must take effective
action against these forms of piracy, or losses will mount.

d. lllegal Camcording of Theatrical Motion Pictures

One of the greatest concerns to the motion picture industry involves illegal recordings of movies from theaters,
especially during theatrical exhibition. Approximately 90% of newly released movies that are pirated can be traced to
use of a digital recording device in a movie theater to record the audiovisual work (whether image or sound or both)
from the theater screen and/or sound system. One digital (camcorder) copy can trigger the upload, making available

0Research indicates there is a correlation between shutting down a major suspected piracy service, or improving enforcement legislation, and increases in legitimate
distribution of copyright materials. See, e.g., Dianna Dilworth, How to Stop Piracy: Camegie Mellon Professor Michael Smith at DBW, January 16, 2013, at
http://www.mediabistro.com/appnewser/how-to-stop-piracy-carnegie-mellon-professor-michael-smith-at-dbw_b31162 (Camnegie-Mellon Economist Michael D. Smith
indicates his research demonstrates that every 1% reduction in Megaupload usage translated into a 2.6-4.1% increase in legitimate digital sales).

"Online piracy of entertainment software continues to be an international problem that undermines legitimate markets worldwide, as reflected in ESA vendor
monitoring of P2P and direct download activity. For 2014, ESA vendors identified Russia, Brazil, Ukraine, Italy, and India as the top five countries in terms of the
number of connections by peers participating in the unauthorized file sharing of select ESA member titles on public P2P networks.

120nline piracy services often hide behind “virtual” servers hosted secret cloud storage companies, making detection and enforcement difficult. See, e.g., The Pirate
Bay Comes Back Online Seven Weeks After Police Raid, The Verge, January 31, 2015, at http://www.theverge.com/2015/1/31/7956209/pirate-bay-back-online-
seven-weeks-after-police-raid.

3Digital Citizens Alliance, Good Money Gone Bad: Digital Thieves and the Hijacking of the Online Ad Business: A Report on the Profitability of Ad-Supported Content
Theft, February 2014, at www.digitalcitizensalliance.org/followtheprofit.



http://www.mediabistro.com/appnewser/how-to-stop-piracy-carnegie-mellon-professor-michael-smith-at-dbw_b31162
http://www.theverge.com/2015/1/31/7956209/pirate-bay-back-online-seven-weeks-after-police-raid
http://www.theverge.com/2015/1/31/7956209/pirate-bay-back-online-seven-weeks-after-police-raid
http://www.digitalcitizensalliance.org/followtheprofit
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and mass reproduction and distribution of millions of illegal Internet copies instantly destroying whole markets or the
ability to recoup production investment. For example, two days after a major U.S. motion picture was released in the
U.S., someone sitting in a theater in Puebla, Mexico camcorded it and put it online. In less than one week, that illegal
copy was downloaded in 25 different countries. Over two months, it was downloaded in 172 countries more than
558,000 times. In 2014, the Motion Picture Association of America identified 543 total illegal recordings of its member
company titles from cinemas around the world, including 282 video captures and 261 audio captures. These films do not
include numerous independent or foreign films that were illegally camcorded.

A multifaceted approach is needed to tackle this problem, including educating the public about how
unauthorized camcording hurts both businesses and the consumer; working with the private sector to identify and
prevent unauthorized camcording in cinemas; and enacting and enforcing anti-camcording legislation to outlaw the
possession of an audiovisual recording device in a theater with the intent to copy or transmit all or part of a motion
picture, as has been done in many foreign markets (including Canada, Japan, Korea, and the Philippines). Indonesia
and Thailand have also acknowledged the problem in recent legislative reforms.

e. Piracy of Books and Journals

The book publishing industry continues to be plagued by large scale unauthorized photocopying of academic,
scientific, technical and medical books, principally on and around university campuses; sophisticated infringing offset
print versions of books (essentially akin to counterfeiting); and unauthorized translations of popular books. Book and
journal piracy calls for aggressive action by law enforcement authorities. Government agencies, universities and
educational institutions (especially those which are state-funded or operated) should do more to promote and adopt
appropriate use and copyright policies, in particular the use of legitimate textbooks and journal publications, and to
discourage the use of unauthorized copies of all literary, educational and professional works. The U.S. government
should ensure that such acts of infringement are fully covered in all bilateral, regional, and multilateral engagements. In
addition to discussion of these issues in various country surveys in Appendix A, publishers note significant problems in
Malaysia and Egypt with respect to book piracy. While unauthorized photocopying of educational materials continues to
be problematic, in Malaysia, publishers must also deal with entities that engage in large scale unauthorized reproduction
of academic textbooks for export. Over the last two years, publishers have found numerous online vendors selling and
exporting counterfeit copies of academic textbooks into the U.S.

f. Circumvention of Technological Protection Measures (TPMs)

Today, more consumers enjoy authorized access to more copyright works in more diverse ways and at more
affordable price points than ever before. A major reason for this progress is the widespread use of TPMs. TPMs foster
many of the innovative products and services available online by allowing creators to control and manage access to
copyrighted works and to diversify products and services. New business models depend on such controls. TPMs also
ensure that works made available in hard goods (DVDs and Blu-ray discs), in the online or mobile environment
(including E-books), or through on-demand or conditional access (e.g., pay-TV, PPV) are not easily stolen.
Unfortunately, there are business models built entirely around manufacturing and distributing technologies, software,
devices, components, or tools, or around providing services, to gain unlawful access to the content or to copy it without
authorization. While TPM legal protection, where properly implemented, enables effective enforcement actions against
distributors of unlawful circumvention technologies, these efforts are critically undermined by countries that have yet to
implement any or adequate protections, including (among other countries in the country surveys) India, Thailand, and
Mexico. [IPA also notes Israel as the only OECD country that has failed to adopt any protection whatsoever in this field.

g. Pay TV Piracy and Signal Theft
The unauthorized broadcast, cablecast or satellite delivery of motion pictures, television content, and music

and sound recordings, including the unauthorized retransmission of broadcast signals over the Internet, costs right
holders dearly. Related problems include: unauthorized tapping into the lines of legitimate cable TV companies;
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operators who take broadcast signals by unauthorized means (hacked STBs or stealing “overspill” signals from
neighboring countries) and sell them to consumers without paying for any of the content. The latter is a problem of
growing severity in several countries in the Caribbean and Central and South America, including Trinidad and Tobago,
Barbados, Jamaica, Guatemala, Honduras, and Ecuador. In most of these cases, the signals are encrypted, and pirates
must circumvent or hack in order to access the content. Regulations and enforcement must therefore focus on
prohibiting the trafficking in pay-TV or signal theft devices or technologies; the unlawful decryption of encrypted cable or
satellite signals; and the onward use of the signals already decrypted (whether lawfully or not) without the authorization
of the right holder of the content or of the signal. Such laws can help foster licensing of broadcasters and cablecasters,
and the weeding out of unlicensed television distributors. In addition, the problem of rogue pirate TV channels that
create their own broadcasts by playing a DVD and airing the signal on their system is re-emerging in Egypt and the
broader Middle East and North Africa region.

h. Hard Goods Piracy (Including Pirate Optical Discs)

Hard goods piracy, including optical disc (OD) products, continues to inflict losses, especially in markets with
lower Internet penetration. Small agile operations “burn” music, books and reference publications, video games, and
movies onto recordable media. Producers/vendors set up production or distribution operations in a wide variety of
locations, including old factories, warehouses, or “burn to order” shops. As an example of the harm caused, high-quality
DVDs, Blu-ray discs, and box sets of music or audiovisual materials continue to be manufactured in locales such as
China and find markets throughout Asia, the Middle East, and Africa. Where unlicensed or illegal activity is detected,
copyright laws or specialized OD laws or regulations should be enforced. Programs such as surprise OD plant or shop
inspections and exemplar (sample) disc collection should continue. In the most recent filing cycle, IIPA members
identified “notorious” physical markets for the distribution of pirate hard goods in Mexico and India (making up over half
the markets cited), as well as in China, Thailand, Brazil, Ukraine, Peru, Russia, Canada, Ecuador, and Indonesia.

i Mobile Device Piracy/Hard-Disk Loading

Not all retail piracy involves the sale of illegal copies directly. One example is mobile device or hard-disk
loading piracy, performed by unscrupulous dealers who install copies of copyright materials without authorization from
the copyright holder into the memory of devices they sell. Many pirates operate stalls or kiosks, or “repair” shops,
offering to load unauthorized copyright material onto any device, cell phone, smart phone, tablet, mp3 player, external
hard disk, pen, thumb, flash, USB drive, or computer. Others provide an illegal “app” for a smart phone or tablet to
illegally download content, especially in countries with significant mobile penetration and mobile broadband. Mobile
device piracy and hard-disk loading occur in many markets, with concentrations in Asia including China, Taiwan,
Indonesia, and Thailand.

3. Implementation of Treaties and Trade Agreements

The negotiation of multilateral trade agreements (such as the WTO TRIPS Agreement), as well as regional and
bilateral free trade agreements (FTAs) or Trade Promotion Agreements (TPAs) over the past two decades, has proven
to be of great value to the U.S. economy. These agreements feature enforceable obligations for our trading partners to
modernize their copyright law regimes and improve enforcement procedures. They have helped U.S. copyright
industries to compete fairly in foreign markets, and have helped our trading partners develop their domestic copyright
industries, a true win-win for all parties. In addition to the TRIPS agreement, to which 160 countries have now acceded,
U.S. FTAs or TPAs with 20 countries have entered into force, most recently with Korea, Colombia and Panama in 2012.

The pending negotiations for a Trans-Pacific Partnership (TPP) FTA present an opportunity to expand the
benefits of existing FTAs to a broad range of markets around the Pacific Rim, representing 40% of global GDP.™ IIPA

14 TPP negotiating countries now include Australia, Brunei Darussalam, Canada, Chile, Japan, Malaysia, Mexico, New Zealand, Peru, Singapore, the United States,
and Vietnam.
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has long called for using the TPP to enhance copyright protection and enforcement standards in these markets, building
upon those agreed to by current FTA partners Australia, Singapore, Chile, and Peru, as well as by Korea. Such an
outcome would contribute to U.S. job growth and increased foreign sales and exports of U.S. copyright materials in
these key markets. IIPA also urges USTR to seek through the TPP negotiations opportunities to address the range of
market access impediments identified in various TPP negotiating countries.'® The TPP E-Commerce chapter and
market access provisions for services and investment should require our partners not only to eliminate discriminatory
taxes and policies, but also to open markets to foreign competition, including in the creative and cultural sectors.

In this year's Submission, IIPA discusses issues related to countries’ bilateral, regional, and multilateral
copyright obligations in several country surveys in Appendix A. In particular, USTR, the Department of Commerce, U.S.
Embassies abroad, and all interagency members of the Special 301 Subcommittee should sustain close monitoring of
trade agreement compliance. IIPA specifically notes Colombia, Chile, and Peru as examples of three trade agreement
partners of the United States that have allowed deadlines for the implementation of important copyright-related
commitments to lapse. Chile’s obligations regarding TPMs legislation, effective ISP liability provisions, deterrent-level
civil and criminal sanctions for copyright infringement, and statutory damages are now eleven years past due. Similarly,
Colombia has failed to meet its obligations regarding effective ISP liability and the bulk of its remaining copyright
commitments, and its obligation to provide civil liability for the circumvention of TPMs will be overdue this May if not
implemented promptly. [IPA also notes that Peru has not met its TPA obligations with respect to ISP liability and
statutory damages for copyright infringement, which are more than four years past due.

Finally, we note that in early 2014, the government of Antigua and Barbuda announced plans to commence
revisions to its intellectual property laws to “invoke” a WTO-approved remedy (in an unrelated trade dispute) to cross-
retaliate against U.S. intellectual property rights worth $21 million a year. While bilateral discussions continue, 1IPA’s
firm view has not changed: suspending intellectual property rights is not the right solution, and state-sanctioned theft is
an affront to any society. Should the government of Antigua and Barbuda determine to move forward in this manner, it
would be in violation of its obligations under international instruments not administered by the WTO (e.g., the Berne
Convention), and would, by definition, fail to provide adequate and effective IPR protection as required under U.S. trade
laws governing trade benefits such as those offered under the Caribbean Basin Initiative. In that event, we believe that
the U.S. should take appropriate, immediate and robust action to uphold U.S. trade laws.

5. Market Access Barriers

The U.S. copyright industries suffer from various market access barriers, investment restrictions, and
discriminatory treatment that make it difficult to compete on a level playing field in some crucial foreign markets. Al
efforts to address copyright infringement will be unavailing if legitimate products and services cannot be brought into a
market to meet consumer demand. Thus, the reduction of market access impediments is a key component of ongoing
efforts to combat piracy. Among other forms, market access barriers include:

o discriminatory restrictions on the ability to fully engage in the business of development, creation, production,
distribution, promotion, and publication of copyright materials;

¢ high tariffs, taxes, or fees on core copyright businesses and their products and services;

¢ the maintenance of quotas on audio-visual programming, including screen time and broadcast quotas, or complete
bans on broadcast of foreign programming or advertising;

e ownership and investment restrictions on copyright-related businesses;

o discriminatory, onerous, and/or dilatory content review/censorship systems;

e periods during which foreign governments prevent U.S. producers from opening their films, or impose onerous
restrictions on the window for theatrical distribution (including unfairly shortening the run of a theatrical motion
picture);

5As an example, IIPA notes that Vietnam has some of the most restrictive market access barriers in the world for copyright materials.
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o local print requirements; and
e onerous import duties or the inclusion of royalties in the calculation of the duties.

While market access barriers like those above are discussed in a number of the 1IPA country surveys, including
Brazil, Vietnam, China, Indonesia, Thailand, and India, other countries also employ them to the detriment of U.S.
copyright industries. Notably, Malaysia imposes a broad array of harmful barriers, including investment prohibitions or
restrictions on broadcasting, cable and satellite services; excessive box office taxes and imposition of fees for Digital
Cinema Packs transmitted electronically; and screen and broadcast quotas.

Whatever form they take, all market access restrictions that impede the entry of legitimate products make it
easier for pirate operations to fill the void, and to become de facto “exclusive” distributors who can cement strong
loyalties with their consumer base that make them even harder to dislodge. U.S. officials should continue to strive to
open markets and to eliminate or phase out market access barriers including those identified in this year's [IPA
submission.

E. CONCLUSION

The health and competitiveness of the U.S. economy depends on a thriving copyright sector that creates
revenues, jobs, and exports. Likewise, the health and competitiveness of our trading partners also depends on
promoting and respecting intellectual property rights and opening markets to products and services that depend on
copyright. Open markets foster local jobs in creative industries, increase cultural diversity, promote international trade
and exports, increase tax revenues from legitimate cultural industries, and attract more foreign direct investment. It is
essential to the continued growth and future competitiveness of creative industries around the world that our trading
partners provide modern levels of protection for copyright; more effective policies and tools to enforce that protection;
and freer, more open markets. Our country must remain committed to flexible and innovative responses to the
constantly evolving threats to copyright worldwide. Special 301 remains one cornerstone of the U.S. response. We urge
USTR and the Administration to use the Special 301 review and other trade tools to encourage the countries and
territories identified in our Submission make the political commitments, followed by the necessary actions, to bring real
commercial gains to the U.S. creative industries through strengthened copyright and enforcement regimes worldwide.

We look forward to our continued work with USTR and other U.S. agencies on meeting the goals identified in
this submission.

Respectfully submitted,

[/Steve Metalitz/

IMichael Schlesinger/
[Eric Schwartz/

/Amanda Wilson Denton/

Counsel for
International Intellectual Property Alliance
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UKRAINE

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (IIPA)
2015 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: In light of recent political developments, the Government of Ukraine clearly
has a limited capacity to effect certain legal reforms, and has its priorities elsewhere. Still, [IPA is very disappointed
that no progress has been made in the past several years on any of the issues which led to the designation of
Ukraine as a Priority Foreign Country (PFC) — wherein the Special 301-mandated U.S. Government investigation
found that Ukraine fails to provide adequate and effective protection, and as a result, the U.S. Government maintains
its authority to immediately withdraw economic benefits. IIPA recommends that the U.S. Government continue to
identify Ukraine as a priority."

Executive Summary: On May 1, 2013, Ukraine was designated by the U.S. Government as a PFC, and an
investigation was initiated under section 301 of the Trade Act of 1974. Countries are designated a PFC if “acts,
policies and practices” are deemed “unreasonable and burden or restrict U.S. commerce” including “the denial of
adequate and effective protection of intellectual property rights.” The PFC designation of Ukraine was based
specifically on three critical problems in Ukraine’s intellectual property rights (IPR) regime: (1) the failure to implement
“an effective and systemic means to combat widespread online infringement of copyright and related rights;” (2) “the
unfair, nontransparent administration of the system for collecting societies;” and (3) the “widespread use of infringing
software by Ukrainian Government agencies.” On March 13, 2014, the U.S. Government completed its PFC
investigation, focusing on the economic harm to U.S. rights holders caused by the three identified problems. It
concluded that “certain intellectual property rights (IPR) acts, policies and practices of Ukraine are unreasonable and
burden or restrict United States commerce and are thus actionable under section 301(b)” but “[in light of the current
political situation in Ukraine, the Trade Representative has determined that no action under section 301 is
appropriate at this time.” In the Special 301 Report (May 1, 2014), the USTR again noted that certain acts, policies
and practices in Ukraine were “actionable” but “that no action under section 301 is appropriate at this time.” Further,
the U.S. Government said it “remains committed to addressing the problems that served as the basis for the
designation of Ukraine as a PFC, and appreciates Ukraine’s recent outreach and ongoing engagement in exploring
how to ameliorate these problems and improve its overall IP regime. The United States looks forward to working with
Ukraine on these three issues.”

In short, the IPR problems that resulted in the PFC designation remain wholly unaddressed. The IPR
shortcomings continue to cause severe economic harm to U.S. and other copyright rights holders in Ukraine, as well
as to Ukrainian and other foreign rights holders. IIPA urges the U.S. Government to work with the Government of
Ukraine to address and correct these IPR deficiencies as quickly as possible, as is appropriate under the
circumstances. Even with the political limitations of the current Government of Ukraine, IIPA is particularly concerned
that the issues related to collective administration remain unaddressed, because the Government of Ukraine could
resolve these quickly and with a minimum of effort.

Weak copyright protection has been a longstanding problem in Ukraine, but it substantially worsened in the
past several years. Ukraine is a key country in the region for effective enforcement of IPR because it exports piracy,
especially digital piracy, into both European Union markets and other countries regionally. For example, there are
several notorious websites hosted in Ukraine by Ukrainian Internet Service Providers (ISPs) that, while identified to
Ukrainian enforcement officials, continue to act with impunity. In 2010, the Government of Ukraine developed an IPR
“Action Plan” in cooperation with the U.S. Government, to combat and target the digital piracy problem, but the plan
was never implemented.

For more details on Ukraine’s Special 301 history, see previous years’ reports at http://www.iipa.com/countryreports.html. For the history of Ukraine’s Special
301 placement, see http://www.iipa.com/pdf/2015SPEC301HISTORICALCHART.pdf.
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One key to addressing digital and hard copy piracy in Ukraine is improved and effective criminal
enforcement. Ukraine is obligated to have effective enforcement, including criminal enforcement, in place under its
treaty (including WTO/TRIPS) and bilateral commitments. Instead, Ukraine has become a safe haven for criminal
syndicates involved in copyright piracy. Neither proper resources nor on-the-ground actions have been dedicated to
addressing piracy, and the legal framework has many key deficiencies, all resulting in weak criminal enforcement.
Ukraine (along with Russia) is a major source for free and pay-for-download piracy of music and film, and for some of
the world’s top BitTorrent systems. Ukraine also remains a global hot spot for high-quality illegal camcords of films
that are uploaded to top sites and distributed across the Internet. In addition to digital piracy, Ukraine’s many open air
markets and street stalls remain replete with illegal copies of recorded music, films and entertainment software, and
irregular and insufficient border enforcement allows this pirated material to flow freely into and out of Ukraine.

There are administrative, executive and legislative solutions to the IPR problems in Ukraine, including the
problems identified in the PFC investigation. Undertaking the recommended actions on each of the identified
problems, as set out in detail below, would best accomplish the goal of improving the IPR economic climate for the
copyright industries to develop legally in Ukraine, benefiting the local economy, as well as U.S. and other foreign
rights holders.

PRIORITY ACTIONS REQUESTED IN 2015

[IPA recommends the following priority enforcement actions and legal reforms to the Government of Ukraine
in 2015. These priority recommendations are directly related to the designation of Ukraine as a PFC, and would
improve online enforcement and address the failures relating to collecting societies:

Criminal enforcement, including prosecutions and deterrent sentencing, focused on:

° Owners of the numerous free and pay-per-download and streaming film and music sites, as well as
BitTorrent sites. Criminal enforcement authorities should use existing laws to prosecute operators
of sites dedicated to pirated music, film, entertainment software and/or printed materials (including
sites relying, in bad faith, on rogue collecting society licenses).

. Principals of the rogue collecting societies that offer illicit “licenses” to both online and physical
businesses without authority from rights holders.
. Organized crime syndicates — applying criminal prosecutions and deterrent sentences instead of

the standard practice of relying on non-deterrent administrative penalties. Targets should include
the syndicates operating websites and peer-to-peer operations, hard-copy distribution centers,
camcording operations, and optical disc media production facilities (including CD-burning
operations).

Legal reforms focused on:

. Amendments to the Copyright Law, Law on Telecommunications and Code on Administrative
Offences, to promote a fair and effective response to online piracy, including: (1) legal incentives
for ISPs to cooperate with rights holders to effectively deal with Internet piracy; (2) rules that clarify
the illegality of providing services that are intended to promote the infringement of copyright and
related rights or that facilitate such infringement (including knowingly and intentionally providing
links to infringing content); and (3) injunctive relief and a duty on Internet service providers (ISPs)
to provide information to law enforcement agencies and rights holders. In October 2014,
international IP experts prepared amendments (an anti-piracy draft law) to properly address the
above problems; the October amendments were meant to improve an August 2014 draft law
prepared by the State Intellectual Property Service of Ukraine (SIPSU).

. Adopting the Law “On Collective Management” to require relevant organizations for the rights of
broadcasting, public performance and other communications to the public, to operate on the basis
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of “volume of rights” (and to be consistent with Article 168 of the EU-Ukraine Association
Agreement requiring bilateral agreements with foreign organizations to operate transparently and
effectively).

° Amendments to the Copyright Law and Criminal Code to make camcording in movie theaters
illegal, by excluding such camcording from any “private use” exception, and criminalizing this
activity. The Law on Cinematography should also be amended to repeal the requirements of the
local production of film prints.

Other issues that should be addressed include:

° Criminal enforcement, including prosecutions and deterrent sentencing against owners and
operators of open air and street market piracy, especially against the piracy occurring at large
outdoor markets and in the streets at or around underground stations, and near local shops and
supermarkets.

° Overall effective criminal enforcement which requires: (1) coordination by key agencies —
including the Ministry of Internal Affairs and General Prosecutors Office; (2) a significant increase
in the number of investigations (criminal searches) and prosecutions; (3) additional resources,
especially for police enforcement personnel dedicated to IPR crime (the Economic Crime and
Cyber Crime police units); and (4) coordination of enforcement practices and investigations of IP-
related crimes, including the issuance of guidelines for police officers.

° Administrative and customs enforcements, focused on moving aggressively against copyright-
infringing cable transmissions and retransmissions, public performances, and TV and radio
broadcasting with administrative (and where, applicable, criminal) actions. Ex officio authority
should be used to improve border controls, especially along the Russian border, focused on
railroad traffic.

. Legal reforms including:

o e-Commerce Law amendments, as companion amendments to the Copyright Law, to
provide ISP liability consistent with global norms.

o Copyright Law amendments to ensure that an unauthorized online distribution,
communication, or making available is considered an act of infringement, regardless of
whether it is undertaken for profit-making purposes or other commercial benefit or
advantage.

o Criminal Code amendments to Article 176 to ensure the availability of criminal remedies
against online piracy of all works and sound recordings, as well as remedies against
repeat infringers (even if each separate infringement is below the criminal infringement
threshold); and to establish in the Criminal Procedure Code clear rules for prosecuting
infringers.

¢ Abolishing the hologram sticker system (or, at the very least, fixing it so that it cannot be

used by infringers to make pirated products appear legitimate) — as required in the 2010
Action Plan.

o Fully implementing the WIPO digital treaties — in the Copyright Law and Criminal
Procedural Code. Ukraine acceded to the WIPO Copyright Treaty (WCT) and the WIPO
Performances and Phonograms Treaty (WPPT) in 2002.
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COPYRIGHT ENFORCEMENT IN UKRAINE

As noted, the designation of Ukraine as a PFC was based on its failure to provide effective online
enforcement and for its myriad failures relating to collecting societies. Each of these two issues is treated in depth in
this section.

Internet Enforcement: One of the PFC-identified problems in Ukraine impacts all of the copyright
industries. It is the failure by the Government of Ukraine to implement an effective and systemic means to combat
widespread online infringement. Weak enforcement has resulted in an exponential increase in the number of illegal
peer-to-peer hosting and website-based Internet piracy sites, including BitTorrent sites (some of the world’s largest),
located in Ukraine. In fact, some Internet pirates have purposefully moved their servers and operations to Ukraine to
take advantage of the current chaotic situation. Many of these illegal services and sites target audiences throughout
Europe and the United States. In 2014, Ukraine was third in the world in terms of the number of connections by peers
participating in the unauthorized file sharing of select Entertainment Software Association (ESA) member titles on
public P2P networks, up from fourth in 2013, and 20th in 2011.

Ex.ua is one of the most popular download and streaming sites in Ukraine, allowing free streaming and
downloading of unauthorized copyrighted content (according to Alexa it is the 16th most visited site in Ukraine). The
U.S. Government listed ex.ua in 2012 and again in 2013 (in its report released in February 2014), as a “Notorious
Market” as a part of the Special 301 Out-of-Cycle review, because of the site’s ongoing illegal activity and what the
U.S. Government described as its “full range of infringing content.” The U.S. Government also noted that the site was
back in operation days after enforcement actions in 2012 were halted (and the criminal case dropped) “as a result of
political criticism and popular opposition. No further enforcement actions have been taken and the site reportedly
continues to monetize infringing content.” Some [IPA members report that in 2014, ex.ua did respond to some notice
and takedown requests. There are hundreds of other pirate sites including torrent sites (which comprise about half of
the total illegal sites), hyperlinks, cyberlockers, and streaming sites, such as: extratorrent.cc (also on the 2013
“Notorious Markets” list of the U.S. Government) and sumotorrent.sx, which offer large quantities of unauthorized
downloaded content from the BitTorrent network; futubox, hosted in Romania but managed in Ukraine, which offers
films and TV programming; and many other sites which offer unauthorized pre-release and recently released music
and film materials via storage locker links posted by the administrator and users of the site. The recording industry
reports that free and paid download sites (like newalbumreleases.com and jams.to, both hosted in Ukraine) remain a
major source of piracy in Ukraine (some selling whole albums for US$1) with some ISPs such as “Hosting Solutions
Ltd.” specifically attracting pirate sites. Hosting Solutions also provides hosting services to other pirate sites including:
torrentbit.net, btloft.com, bitloft.org, torrentz.cd, torrentpond.com, btmon.com and forrentz.wf. Some of these websites
offer incentives such as free giveaways in return for users making monetary “deposits” onto the sites. Few of these
sites have suffered any meaningful stoppages of their activities, as demonstrated by the ex.ua case. In addition, in
2014, there was not one criminal sanction imposed in Ukraine for Internet piracy (neither against any infringing
individual or site operator or administrator). There were 71 criminal digital piracy investigations opened in 2014,
compared with 85 in 2013. In 2014, there were 28 pirate sites targeted by anti-piracy organizations which were
closed by the police (compared to 16 in 2013), although some were operational again immediately after their
‘closure.”

A roadmap for improved enforcement against digital (and hard copy) piracy was agreed to in the U.S.-
Ukraine Action Plan of 2010 — with very specific steps set out to effectively combat Internet piracy. The “plan” was
actually a formal summary of commitments made by the Government of Ukraine (to the U.S. Government). It has
never been implemented.

In many cities and towns outside Kiev — especially where Internet bandwidth is relatively slow — a problem
exists with so-called “LAN” (Local Area Networks) sites. These are high-speed FTP sites that store massive amounts
of content, most of it consisting of infringing movies, music and video games. Local users can get access to these
LAN networks by paying a fee and can then download as much content as they wish; there are no constraints or
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bandwidth limitations (as users might encounter when visiting infringing sites abroad). In 2014 there were only two
criminal cases brought against LAN operators (compared with six in 2013).

In addition to infringing hosted content available for download, other common types of Internet piracy are:
mail order — with orders placed online and products delivered by mail; sales of fake certificates of authenticity; and,
the distribution of “cracked” product keys through locally hosted web-sites (especially of online entertainment
software).

The U.S. Government noted in its 2013 designation of Ukraine as a PFC that the Ukraine IPR regime failed
“to institute transparent and predictable provisions on intermediary liability and liability for third parties that facilitate
piracy; to introduce limitations on such liability for Internet Service Providers (ISPs); and to enforce takedown notices
for infringing online content.” In fact, not only is there no clear third party liability that could incentivize cooperation
between rights holders and ISPs, but the current Law on Telecommunications (Article 40, paragraph 4 on the
‘responsibility of operators”) bluntly states that ISPs “do not bear responsibility for the content of the information
transmitted through their networks.” Article 38 states that ISPs can only disable end-users from the Internet, or block
access to (i.e., takedown) infringing websites, with a court order. In the past, the ISP association (IAU) — citing this
statutory language — has taken the position that rights holders need to go after illegal websites directly, without ISP
assistance or cooperation.

Many of the websites offering pirated copyright materials are thriving in part because of the support of local
ISPs (there are hundreds of ISPs in Ukraine and well over 100 sites offering pirated content). The copyright
industries have, for years, been seeking private agreements (with governmental assistance) with ISPs to establish
effective mechanisms to take down illegal websites and slow illegal peer-to-peer traffic, and some ISPs will delete
links upon request. The anti-piracy organization UAPA and the Motion Picture Association of America (MPAA) report
about a 20% response rate to notice and takedown requests (there are no laws mandating compliance). In 2014,
UAPA issued 1,119 takedown notices to ISPs and cease and desist letters to site operators in Ukraine.

The 2014 draft law would institute notice and takedown provisions (and in a positive note, allow rights
holders to do so directly, as is the international standard, without the need for a state authority or court), and would
require that material taken down “stay down.” Prior drafts had problems with inefficient notice processes and
timeframes, but these appear to have been improved or corrected in the current draft. Also recommended for
inclusion in any new law are two critical reforms for effective digital enforcement: (1) third party (ISP) liability
consistent with global norms; and (2) the ability of rights holders or enforcement authorities to collect information
about suspected infringing website owners.

Currently, the Criminal Procedure Code does not grant police ex officio authority (although some
government officials claimed otherwise); so the police are unable to instigate criminal operations against online piracy
unless a rights holder first files a claim for damages. When criminal investigations are undertaken, police efforts are
often stymied by a lack of cooperation from ISPs, which often refuse to provide available information on their
infringing users. Amendments to the Law on Telecommunications, which would have assisted the police in
conducting Internet crime investigations by providing subscriber information, have been proposed in recent years, but
not enacted. The copyright industries report that the lack of clear prosecutorial and judicial procedures for Internet-
related cases is a bar to effective enforcement, with existing procedures too complicated to be used effectively. IIPA
continues to recommend the adoption of guidelines and more effective procedures for police, prosecutors and judges
for these crimes. In 2012, a special police cyber crime unit was created (with IP officers from the Economic Police)
for the purpose of combating Internet crimes.

Collecting Societies: The unfair, nontransparent administration of the system for the collective
administration of rights was cited as a reason for the designation of Ukraine as a Priority Foreign Country. Collecting
societies in the music sector, specifically in connection with broadcasting, public performances and other
communications to the public, can provide an effective and indispensable means for licensing. Currently, the
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accreditation process in Ukraine for collecting societies is in chaos. After years of mismanagement by the
Government of Ukraine, a 2013 court order invalidated the entire existing accreditation procedure. The court
rescinded an executive order that had vested authority to implement the accreditation of collecting societies in the
State Intellectual Property Service of Ukraine (SIPSU) (formerly known as the State Department of Intellectual
Property (SDIP)). SIPSU, which has a new director as of December 2014, is currently part of the Ministry of
Economic Development and Trade (after a 2013 re-organization which moved the IPR portfolio from the Ministry of
Education and Science). The 2013 court decision put SIPSU’s authority to accredit authorized collecting societies on
hold. The current situation has prevented the development of the marketplace for legal music services, resulting in
the loss of millions of dollars in legitimate business for music rights holders in Ukraine.

The main criterion for accreditation should be to accredit the organization based on a majority of national
and international repertoire represented. The accreditation process should reflect commercial realities and be based
on the society that represents the “majority of commercially relevant rights holders,” as IIPA and other organizations
have long suggested. Under IIPA’s proposed solution, the current accreditation system would be re-constituted, and
societies would be granted operational licenses based on their representation of a majority of commercially relevant
rights holders, and if they undertake their operations in a transparent matter. That would avoid the old system of
providing favorable treatment to the undemocratic, non-representative, non-transparent collecting societies, that also
have internal government influences, and which have unfortunately been allowed to operate.

Two legitimate organizations — the Ukrainian Music Alliance (UMA) (broadcasting) and the Ukrainian Music
Rights League (UMRL) (public performances) — represent over 80% of the domestic and international repertoire for
music. They were both registered by SDIP (SIPSU) under the prior regulations, although their status as the only
accredited organizations in their respective areas was revoked by SIPSU in 2012 despite their fair and transparent
operations, and despite support from local and international rights holders. A new accreditation process was
announced, and then overturned by an administrative court decision in January 2014 — leaving everything at a
standstill. And worse, in the vacuum, rogue collecting societies continue to operate and prosper in the chaotic
market. Reconfirming UMA and UMRL as accredited registered rights management organizations (in their respective
areas) would greatly improve the situation for producers and performers.

While the law in Ukraine provides for remuneration rights for the broadcasting or other public performances
of musical works and sound recordings, it is estimated that over 90% of the broadcast and public performance
market places are unlicensed. This problem has been significantly worsened because the Government of Ukraine
has not undertaken proper actions against organizations which purport to grant “licenses” for which they do not have
rights.

In 2013 and 2014, the General Prosecutors Office (GPO) and SIPSU undertook investigations into the
activities of the collecting societies (both those supported by rights holders and the rogue societies). These
investigations confirmed violations of the relevant regulations. SIPSU was provided copies of the reports, but to date,
has not taken action against these societies. Urgent action is needed to bring order to the licensing environment.
SIPSU’s first priority should be to stop all activities of the collecting societies created in violation of the current
copyright law and regulations on collective management.

Last, IIPA continues to recommend amending the procedure for authorizing a collecting society for private
copying levies. The current regulation (order #503 from 2003) did not specify that there should be a single
organization for this type of activity. As in the other areas, this has led non-representative collecting societies (like
VAAP) to seek authorization and collect this type of revenues alongside UMA, a rights holder supported organization.
In 2013 VAAP applied for authorization and was rightly denied it in a decision later confirmed by one court. Despite
that, in December 2014 VAAP re-applied and was accredited by SIPSU as an authorized collecting society for
private copying levies. This has added to the chaos of collective management in Ukraine. The 2014 decision by
SIPSU violates Ukrainian law requiring a society to have at least two years’ experience in collecting and distributing
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royalties; in fact, in 2013 VAAP collected a total of US$1,400 and did not distribute those monies. SIPSU should
immediately revoke the authorization of VAAP.

Criminal Enforcement: One significant shortcoming in the Ukraine enforcement regime that cuts across all
the copyright industries, and impacts digital and hard-copy piracy, has been the absence of effective criminal
prosecutions and deterrent sentencing.

Amendments made in 2005 to the Criminal Code (Article 176) lowered the high threshold for criminal
prosecution. The current threshold is 12,180 UAH (or US$772), which concerns some of the copyright industries
because it is still too high and thus a bar to criminal enforcement, resulting in rights holders using less effective
administrative actions instead. This is particularly true for online piracy matters, where the valuation of damages (by
law enforcement agents, prosecutors and the courts) is too difficult to calculate absent an official methodology, and
prevents the initiation of criminal investigations and prosecutions. Additionally, enforcement officials have applied the
threshold on a per-rights holder basis, which means that when illegal material is seized, if the material for each rights
holder does not exceed the threshold, the criminal case does not proceed. There are other procedural problems as
well, including: (1) rules regarding the use of expert evidence (denying the use of rights holder experts); (2) non-
deterrent sentences for repeat offenders; (3) delays and case dismissals that can be fixed with changes to the
Criminal Code or Criminal Procedure Code; and (4) the lack of guidelines for judges on sentencing and developing
expertise in IPR cases (IIPA recommends that the highest specialized court in civil and criminal cases issue
guidelines for judges in this regard). Provisions do exist in the Ukrainian Criminal Code (e.g., Article 28) for
prosecuting organized groups or criminal organizations, including for IPR offenses, but these provisions have been
under-utilized by prosecutors. One lingering enforcement problem in criminal and civil cases is the required proof of
ownership, including a complete chain of title, and the denial of standing to licensees, especially of foreign record
companies.

Enforcement efforts are further hampered by a lack of resources. The Government of Ukraine established a
specialized unit for intellectual property rights crimes within the Economic Crime Division in the Ministry of the
Interior, but there are fewer than 100 officers serving in that division for the entire country, too few to conduct
effective actions sufficient to deter piracy. A Cyber Crime Unit was also created within the Ministry of the Interior; in
2011, it commenced its work on IPR (including copyright) enforcement; in 2012, a new unit was formed to focus on
cyber crimes. More and better resources should be dedicated exclusively to copyright and related rights violations,
and officers should be provided with effective training (including IT skills), equipment, and high-speed broadband
connections (IIPA members have helped train these officials in the past, and continue to be willing to do so). The
current number of state IP inspectors in SIPSU empowered to combat various IPR infringements throughout the 25
regions of Ukraine is inadequate.

Other Key Enforcement Issues: Two outdoor markets were designated as “Notorious Markets” by the U.S.
Government in its 2013 report (released in February 2014) for their large-scale piratical operations. They are: the
Petrovka Market in Kiev (also designated in 2012), which houses “as many as 300 stands” selling pirate and
counterfeit material; and the “7-Kilometer” open market in Odessa “with more than 5,000 stalls serving over 100,000
customers per day,” according to the U.S. Government report. There are many other markets throughout Ukraine
selling hard copy pirated material. A total of 24 hard goods raids were undertaken by the police in 2014, down from
54 in 2013.

The camcording of motion pictures and the quick transfer of these illegal copies on the Internet remains a
major problem for the motion picture industry; it is mostly undertaken by criminal syndicates operating in Ukraine and
Russia. As a consequence, illicit camcording shifts quickly between the two countries, resulting in hard copy and
Internet piracy. lllicit camcords sourced from Ukraine are quickly uploaded to the Internet and burned to optical discs
for distribution. In 2014, at least 12 illicit video recordings were sourced from Ukrainian theaters, up from two in 2012.
The number of audio recordings sourced from Ukrainian theaters increased from 31 in 2013 to 51 in 2014.
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Amendments to the Copyright Law and the Criminal Code are necessary to effectively enforce against illicit
camcording.

All of these copyright industries continue to report persistent problems with the administration of the current
hologram stickering system which was adopted in 2000. Some legal plants producing CDs and DVDs have been able
to obtain unauthorized holograms which are then sold, without authorization, in Ukraine. In addition, optical disc
piracy (especially of CD-Rs and DVDs), still persists; there was no information on any raids against optical disc plants
in 2014 (there was one such raid in 2013). Broadcast television piracy continues to be a major problem for the motion
picture and recording industries — both with regard to regional and nationwide broadcasts.

Although administrative actions have been undertaken against stores, kiosks and other forms of street-level
piracy, these actions were not coupled with severe enough penalties to deter these crimes (most fines were from
US$40 to a maximum of US$400).

In the 2012 Customs Code, Customs officials were granted ex officio authority to properly conduct
enforcement investigations. Using this ex officio authority, customs officials can seize illegal material at the border
without a court order. Unfortunately, customs authorities within the (new) State Fiscal Service are not sufficiently
engaged in enforcement measures, and thus are under-utilizing their authority, with the exception of some minor
seizures by customs authorities of illegally produced CDs and other pirated materials; cooperation with right holders
could be improved as well.

LEGAL REFORMS

Copyright Law: Various proposals to amend the Copyright Law have been introduced in recent years. Bill
#6523 (later, Bill #0902) was introduced in the Verkhovna Rada in 2010 and passed its first reading in February
2011, but was never enacted into law.

Separately, amendments to the Copyright Law, the Law on Telecommunications, and the Code on
Administrative Offences, intended to improve digital piracy enforcement, were proposed in 2013 (revised numerous
times), and again in August 2014 - the latter contained significant improvements from earlier drafts. These 2014
amendments would provide for mandatory notice and takedown provisions, replacing the current voluntary system.
However, as noted above (in the Internet Enforcement section), these amendments, however much improved, would
address only one piece of the complete architecture required for Internet enforcement, namely a notice and takedown
regime, and lack third party liability and other reforms. The proposed notice and takedown provisions still need further
refinement as proposed in the package of improvements offered by international experts in October 2014. To be
effective, notice and takedown should not (as earlier drafts of the bill proposed) create a highly bureaucratic set of
procedures to render efforts to take down infringing materials time-consuming, costly or unworkable; nor should they
provide broad exclusions from liability. Rather they should incorporate third party liability under generally accepted
standards (including provisions to reasonably gather and retain evidence). New efforts are underway (including
discussions in January 2015) to draft IPR legislation.

Other deficiencies in the Copyright Law remain, including: the need to more clearly define temporary copies,
to impose damages, and to exclude camcording from the scope of the private copy exception. Three other
amendments to the Copyright Law which were contained in the old Bill #0902 should be adopted: (1) revising Article
52 to provide licensees of foreign music companies equal treatment as local right holders; (2) making either the non-
payment of music rights royalties or of private copying levies an infringement of copyright and/or related rights; and
(3) adding statutory damages and/or a system of enhanced damages in order to adequately compensate right
holders and deter further infringement (Article 52 — to double actual damages).

Anti-Camcord Legislation (Copyright Law amendments): The illicit recording of a movie in a theater
remains the single most prolific source of movie piracy in Ukraine, which is why an amendment to the Copyright Law
is needed. The Copyright Law reform proposals (Bill #6523 and Bill #0902) included an anti-camcording amendment
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that would have specifically excluded camcording in movie theaters from the scope of the Copyright Law’s private
copy exception. The law, if enacted, would have prohibited the reproduction of audiovisual works during their
exhibition in theatres and at other premises intended for public consumption; it should be enacted.

Law on Collective Management: New regulations to govern the activities of Ukrainian collective
management organizations are needed to improve the current chaotic situation, and to restore public trust and basic
business practices for the administration of public performance rights and the broadcast markets. IIPA recommends
the completion of a new draft Law on Collective Management, and that any such law incorporate the
recommendations of European Union and U.S. experts in the music industry.

E-commerce Law: There is a draft E-commerce Law currently being considered by the Verkhovna Rada for
a first reading. Before its final adoption, the draft should be amended to include third party liability provisions under
generally accepted standards as set out in the U.S. Government’s designation of Ukraine as a PFC (and, consistent
with the Association Agreement with the European Union).

Criminal Code and Criminal Procedure Code: In addition to the criminal threshold, IIPA additionally
recommends amending Article 176 of the Criminal Code to clearly apply to all forms of piracy (i.e., on the Internet),
not only (as it clearly does now) to hard-copy piracy. Any amendment to the Criminal Code should also ensure that
repeat copyright infringements (within twelve months) would automatically lead to a criminal, and not solely an
administrative, prosecution. Last, relevant criminal sanctions should be included in the code for intentional
infringements related to the obligation to pay music rights royalties.

Ukrainian criminal procedures require rights holders to file complaints to initiate actions, which acts as a
bottleneck to successful enforcement; 2012 amendments made it a requirement also for the initiation of police
actions against optical disc producers, lab operators, disc distributors and sellers. Police should be granted (and
should use) the authority to initiate intellectual property criminal cases and investigations for submission to the court.
It should also be clear that the police have the authority to seize all copyright products and equipment, for use at trial
(they currently only do so in software cases).

WIPO Digital Treaties: In 2001, Ukraine acceded to the WIPO Copyright Treaty (WCT) and the WIPO
Performances and Phonogram Treaty (WPPT), which entered into force in 2002. The Copyright Law of 2001 included
amendments intended to implement these treaties. Unfortunately, the amendments fell short of complete and
effective implementation of the treaty obligations, especially with regard to technological protection measures, by
requiring proof of “intentional” circumvention, which is a major impediment to protection.

Administrative Remedies: Administrative remedies (as required by the 2010 Action Plan) do exist but they
are not being used effectively to remove the business licenses of infringing retail stores, kiosks and other smaller
scale pirates. Further amendments have been proposed, but never adopted, to increase the maximum fines, which
IIPA continues to recommend. Administrative courts should be able to hear infringement cases even in the absence
of the infringer, and procedures that introduce unnecessary delays and impose unreasonable deadlines, leading to
unnecessary case dismissals, should be corrected. One major enforcement hurdle in the Administrative Code of
Ukraine (Article 51.2) is the requirement to prove intent of the infringer; intent, while relevant in criminal proceedings,
has no relevance in administrative sanctions, and should be deleted from the code.

Customs Code: The Customs Code of Ukraine provides clear ex officio authority (Article 257) to customs
officials. The Customs Code was further revised in 2012. While some administrative improvements were made in
recent years, IIPA recommends the abolition of the customs registration system altogether because it is an
unnecessary maze of regulations which interferes with effective border enforcement for some industries.

Market Access: There are two serious barriers to market access confronting [IPA members, and in
particular, the motion picture industry. These barriers are: (1) an obligation to manufacture film prints and digital
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encryption keys in Ukraine; and (2) customs valuation rules that assess valuation on projected royalties, rather than
on the underlying carrier medium.

The compulsory manufacturing requirement is included in the Law of Cinematography (amended in 2010)
requiring the production of film prints locally for the issuance of a state distribution certificate. The required local
production rule was reiterated by the State Film Agency, and entered into force in 2012.

In addition, in 2009, Ukrainian customs authorities declared new customs valuation rules. Rather than
assessing duties on the underlying carrier medium, the new rules assess valuations based on projected royalties. To
further complicate matters, Ukrainian customs officials stated that the new ruling would be retroactive (three years),
and would be enforced with serious penalties for valuations based on the carrier medium rather than royalties.
Contrary to rumors that these rules might be reversed, in May 2012 a new Customs Code was adopted which
affirmed the duties on royalties for both theatrical and home entertainment imports. These valuation procedures are
governed by CMU Resolution No. 446.

GENERALIZED SYSTEM OF PREFERENCES (GSP)

lIPA filed a petition in 2011 to have Ukraine’s Generalized System of Preferences (GSP) benefits
suspended or withdrawn. Given the current IPR circumstances (and assuming the GSP program is re-authorized in
2015), IIPA recommends that the U.S. Government accept the IIPA petition and move to suspend or withdraw
Ukraine’s benefits, if there is no progress by the Government of Ukraine to properly address the problems identified
in its IPR regime.
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CHILE

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (IIPA)
2015 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: [IPA recommends that Chile remain on the Special 301 Priority Watch List
in 2015."

Executive Summary: As negotiations for a Trans-Pacific Partnership (TPP) with Chile and many other
nations draw to a close in 2015, it is more pressing than ever that Chile should demonstrate its commitment to its
existing obligations under the U.S.-Chile Free Trade Agreement (FTA), now eleven years outstanding. Chile’s failure
to meet its requirements to adopt tools crucial to the creative industries in fighting widespread piracy, such as
protections for technological protection measures (TPMs) and statutory damages for copyright infringement, stands
in stark contrast to the country’s image across Latin America as a model of modernization. Chile’s 2010 Copyright
Law amendments fail to resolve these and other gaps in copyright protection and enforcement, and set forth an
Internet enforcement regime that falls short of the type of online anti-piracy mechanisms contemplated in the FTA.
Even where the law is adequate to bring action against certain copyright crimes, police and court personnel are not
adequately equipped to bring cases to deterrent remedies.

Chile remains a world leader in the sale of circumvention devices such as video game copier devices made
available through online auction sites. The Chilean Government endeavors to promote local filmmakers and
musicians, but simple tools to promote voluntary cooperation against Internet piracy and combat illegal camcording
are sorely lacking, allowing unauthorized files to proliferate online. As Chile works to build its local creative industries
and its international reputation as a strong trading partner, it can no longer ignore the basic needs of a robust digital
economy.

PRIORITY ACTIONS REQUESTED IN 2015

o Satisfy FTA and WIPO Internet Treaties obligations to adopt TPMs legislation and enforce anti-
circumvention provisions (both criminal and civil).

e Further amend the copyright law to fully satisfy FTA obligations with respect to: effective Internet Service
Provider (ISP) liability provisions, deterrent-level civil and criminal sanctions for copyright infringement, the
establishment of statutory damages, and an effective civil ex parte search remedy.

o Place greater priority on anti-piracy actions among administrative and enforcement authorities and improve
the speed of civil copyright infringement litigation through increased resources and coordination.

o Enact legislation to provide for deterrent criminal penalties for unauthorized camcording of films in theaters,
without requiring any proof of commercial intent.

COPYRIGHT PIRACY IN CHILE

Piracy in Chile is characterized by significant levels of file sharing of infringing content over peer-to-peer
(P2P) networks, hosting of unauthorized material on websites, illegal use of cyberlockers, hyperlinks to infringing
materials, blatant online sales of circumvention devices for use with illegal video game files and, increasingly, illegal
mobile and smart phone downloads. The most popular piracy sources in Chile are P2P networks such as BitTorrent,
and links to cyberlockers containing infringing content posted on social sites such as portalnet.cl.

For more details on Chile’s Special 301 history, see previous years’ reports at http://www.iipa.com/countryreports.html. For the history of Chile’s Special 301
placement, see http://www.iipa.com/pdf/2015SPEC301HISTORICALCHART .pdf.
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The sites h2zone.cl and NeoGames.cl, which are both hosted and operated in Chile, continue to be leading
purveyors of circumvention devices against which there are no means of enforcement. In 2014, Chile placed 18 in
the world in terms of the number of connections by peers participating in the unauthorized file sharing of select
members of the Entertainment Software Association (ESA) member titles on public P2P networks. Notably, Chile
ranked ninth in the world in P2P infringement of console-based video games.

The recording industry saw an increase in its digital sales in 2014, but it continues to be heavily affected by
piracy via P2P exchanges and links posted on blogs and social websites. Another problem that is now well-
established in Chile stems from the cyberlinks posted on forums and social sites. Today, Chile shows the highest
level of Internet piracy across the Latin American region, with about 35% of the total digital market (figures for the
rest of the region show an average of 25% for most markets). This situation caused a reduction in the number of
people accessing legal music sites in 2014. By contrast, the audience for legal music sites increased in the
remainder of the region.

Camcord piracy: The unauthorized camcording of films in theaters has a significant negative impact on
both U.S. and Chilean filmmakers. Ninety percent of all pirated movies available during a film’s theatrical release
originate as unauthorized in-theater camcords. While camcording of major studio titles in Chile has declined in recent
years, this remains a concern for producers and local distributors. The Academy Award-nominated NO, by acclaimed
Chilean filmmaker Pablo Lorrain, was camcorded and posted to an illegal website shortly after its 2012 release in
Chile, but before it was legitimately available in other territories. lllegal websites, release groups, and brokers
maintain a presence in Chile creating a ready-made international online distribution network for any future illicit
camcords.

Signal piracy: The pay television industry in Chile also continues to experience problems with signal theft,
including via “free to air’ boxes, which began to flood into Chile in 2009. As a result, 2013 losses to the industry in
Chile alone were 86 million dollars.2 Free to air decoders contain a card with modified software able to capture
satellite signals from television protected by copyright. Because the sale of devices is separate from the sale of
software that allows the satellite signal to be captured, it is impossible to enforce the illegality of the device itself. As a
result, Chilean police have not taken action against the sale of equipment. Local industry has proposed a specific
criminal offense penalizing the sale of this equipment within the law creating the Superintendent for
Telecommunications, as well as efforts to raise public awareness about the negative effects of this and other forms of
piracy.

COPYRIGHT LAW ISSUES IN CHILE

The concerns that IIPA has voiced in past years with the deficiencies in Chile’s implementation of its
copyright obligations under the U.S.-Chile FTA, which went into force on January 1, 2004, remain as urgent as ever.
Chile adopted amendments to its Copyright law in 2010 to address some, but far from all, of its FTA obligations. As
adopted, the amendments contain significant gaps in the following areas*:

No protection for TPMs: (This obligation is provided in FTA Articles 17.7.5.a and c, as well as the WIPO
Internet Treaties.) Rights holders remain extremely disappointed that Chile continues to ignore its obligation under
the FTA to provide adequate legal protection for TPMs used to control access or otherwise restrict unauthorized acts
with respect to a protected work. Due to the lack of protection under current law, the sale of circumvention devices
continues unabated online, in specialty markets, and in formal shopping malls, such as Galeria Las Palmas, where
sales occur alongside legitimate video game products.

?Data from the Business Bureau (http://businessbureau.com/bb-consulting/?I=en).

3The U.S.-Chile FTA is posted on USTR’s website at http://www.ustr.gov/Trade Agreements/Bilateral/Chile FTA/Final Texts/Section Index.html.

4These legal requirements and the 2010 Copyright Law amendments, including Chile’s notice and notice infrastructure, have been examined in greater detail in
[IPA’s previous filings. See, e.g., http://www.iipa.com/rbc/2013/2013SPEC301CHILE.PDF.
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No notice and take down mechanism: (See FTA Article 17.11.23.) Chile’s Copyright Law as amended
creates a “notice plus notice” architecture for Internet Service Providers (ISPs) to engage with users regarding
instances of infringement, but lacks the threat of any real consequences for typical online piracy, and does not
provide any consequences for an ISP that fails to act after gaining knowledge of infringement outside of a court
order.® While the new ISP liability provisions fall short of establishing an effective notice and takedown procedure as
required by the U.S.-Chile FTA, they do take an important first step in developing voluntary notice systems between
rights holders, ISPs, and users. The recording industry reports that cooperation with ISPs continues in regards to
notices sent to P2P users who are engaged in the exchange of unauthorized music files. The number of notices sent
by the recording industry’s local organization, IFPI CHILE, has increased to 600 per week. However, the actual
impact of the campaign is extremely difficult to measure in view of the lack of deterrents or sanctions to recidivists.
Unfortunately, since the adoption of the 2010 amendments establishing ISP liability and deterrent criminal penalties
in Chile, the government has failed to come back to the table to develop an FTA-compliant notice and takedown
system. The “notice plus notice” system also sets a non-compliant and low bar precedent for efforts in the rest of the
region to deter and contain the Internet piracy problem.

No statutory damages or civil ex parte remedy: (See FTA Articles 17.11.9 and Article 17.11.12.) No
provisions are included to establish statutory damages or to strengthen the civil ex parte search remedy. Chile is also
required to provide for civil remedies, including seizures, actual damages, court costs and fees, and destruction of
devices and products.

Overbroad exceptions to protection: (See FTA Article 17.7.3.) The Law as adopted contains certain
exceptions that appear to be incompatible with the FTA, including: a reverse engineering exception that is not
restricted to achieve interoperability, exceptions that could allow libraries to reproduce entire works in digital form
without restriction, and the lack of overarching language consistent with the three-step test set forth in the FTA,
ensuring that exceptions and limitations are not overbroad.

Several other FTA obligations also remain outstanding, including to provide: a full right of communication to
the public for producers of phonograms (Article 17.6.5); adequate protection for temporary copies (Articles 17.5.1 and
17.6.1); legal remedies for rights management information (Article 17.7.6); and various border measures (Articles
17.11.17 through 17.11.21).

We also urge the Chilean Government to enact specific legislation that would criminalize illicit camcording in

theaters, with deterrent penalties. Such a measure should not include any requirement of proof of the camcorder's
intent to profit, which would significantly hamper enforcement and prosecution of camcording activity.

COPYRIGHT ENFORCEMENT IN CHILE

Much of what IIPA has reported in recent years regarding copyright enforcement in Chile remains
unchanged. The copyright industries report good cooperation with Chilean criminal and civil enforcement authorities
(within the confines of an inadequate legal regime), and with Chile’s intellectual property agency (INAPI). However,
additional resources and increased judicial attention are needed to follow through on the positive efforts of the
National Police (Carabineros) and Civil Police. Police and customs officials take ex officio actions on a regular basis
and involve rights holders in legal procedures, but authorities need to take enforcement actions with greater
frequency against Internet sites distributing infringing products. Prosecutions for copyright crimes are too infrequent
and rarely result in deterrent sentencing, and civil actions face procedural obstacles and delays.

5The ISP liability provisions of the 2010 legislation provide a means by which rights holders may seek a court order for the removal of infringing material by an
ISP (Article 85Q of the Copyright Act), which can result in the removal of infringing material, but only after a lengthy court process. This provision falls far short of
FTA compliance. Meanwhile, the mechanism for a voluntary notice system by which ISPs are to forward notices of infringement to users within five working days
of their receipt (Article 85U) has had some positive impacts, as discussed in the text, but lacks incentives for compliance, and thus, standing alone, is simply an
inadequate response to widespread Internet piracy.
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Criminal enforcement obstacles: There are three overwhelming problems in getting effective criminal
enforcement in Chile. First, the IPR Prosecutor’s Office is not dedicating the time and resources to understand and
build Internet piracy cases, while the National Prosecution Office lacks a special branch to investigate intellectual
property cases. Second, the Carabineros, the Prosecutor's Office and the Judicial Police suffer from a lack of
sufficient human resources. Finally, even with higher penalties available under the 2010 amendments, judges
continue to impose the minimum available penalties, which are not deterrent, and the Criminal Procedures Code and
the Penal Code treat copyright piracy as a misdemeanor, empowering prosecutors to enter into agreements with the
accused to effectively substitute community services and a probationary period for criminal penalties.

Market access: Proposed screen quota legislation that had been considered in the Chilean Congress in
2013 was not the subject of active debate in 2014, possibly thanks to the “Cooperation Agreement for the
Development and Strengthening of the Film Industry,” signed in December 2013 among exhibitors and producers to
address the desire to boost the local film industry. That agreement, however, will expire and is up for review in early
2015. The screen quota project does remain on the docket in the lower house, and would require exhibitors to show
one Chilean or Latin American film for every three “foreign” films shown on all screens nationwide during the previous
six months, and to oblige theaters to run these films so long as a certain number of spectators come to see them.
Such legislation may run afoul not only of Chile’s Constitution but of its international obligations. Chile recently
adopted a bill putting in place a 20% quota in favor of local musicians over radio broadcasts.

6See http://santiagotimes.cl/controversial-music-law-sparks-air-wave-debate/.
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CHINA (PRC)

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (IIPA)
2015 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: IIPA recommends that USTR maintain China on the Priority Watch List
and that China be monitored under Section 306 of the Trade Act.!

Executive Summary: Creative industries in China witnessed some positive changes in 2014, including
effective enforcement actions against major online piracy targets and important market-opening measures. For
example, strong enforcement measures were taken in China against key online piracy services (including QVOD,
Baidu (video player), SiluHD, HDstar, DY161, and FunShion), and incentives introduced for more film co-productions
in the country. These and other developments translated into commercial gains for some right holders, but more
needs to be done to combat piracy and to further open markets for all creative sectors.2

China’s long history of unauthorized use of music has completely distorted the country’s music market,
greatly prejudicing the ability of record companies to generate revenue through licensed platforms. Hundreds of
unlicensed music services disturb the online marketplace, even though in 2014, China partially opened the music
distribution market to foreign entities, agreed to allow them to choose their licensees, and allowed foreign entities to
engage in content self-review for the first time. Media box/set-top box (STB) piracy continues to threaten the
legitimate film and television industry in China and in other important markets in Asia. Unauthorized camcording
worsened in Chinese cinemas, notwithstanding the first criminal conviction in China against a camcording broker and
rogue website operator DY161; and signal theft of pay-TV content remains a threat. Though progress has been slow,
cooperation has continued in the enforcement effort against the piracy of online journals of scientific, technical, and
medical (STM) materials. In the meantime, new copycat services facilitating unauthorized access to STM materials
threaten the professional publishing market.

Positive market access developments in China included the opening in late 2013 of the market in the
Shanghai Free Trade Zone (FTZ) to foreign investment, allowing the introduction of video game consoles into China
for the first time and easing restrictions on the distribution of foreign audio and audiovisual materials. Positive
changes appear to be forthcoming to the Foreign Investment Catalog. However, much more needs to be done to
open the Chinese market so that foreign entities may release movies; produce, promote, and distribute music; and
participate in the publishing market. In September 2014, a new measure was introduced that imposes registration
requirements, onerous censorship, and strict quotas on foreign films and “television dramas” for online distribution.
This measure is already having a direct negative impact on Chinese video websites and all foreign content providers’
licensing businesses. Further, implementing regulations concerning foreign investment in online music services have
not yet been issued, and many basic production activities in the music sector remain on the prohibited investments
list.

IIPA seeks further reforms to allow distribution of more imported films on fairer terms, and to encourage
more private Chinese enterprises to be licensed by the Chinese government to engage in the distribution of films. In
this regard, the 2012 U.S.-China Film Agreement must be fully implemented immediately. While partial
implementation created 14 more theatrical slots for imported films on an increased revenue sharing basis, there
remains substantial and crucial work to be done to introduce the broader market reforms the Agreement was meant

"For more details on China’s Special 301 and Section 306 monitoring history, see previous years’ reports at http://www.iipa.com/countryreports.html. For the
history of China’s Special 301 placement, see http:/www.iipa.com/pdf/2015SPEC301HISTORICALCHART .pdf.

2A May 2011 United States International Trade Commission (USITC) report found that overall IP infringement (of which copyright infringement was found to be
the largest part) in China costs the U.S. economy as much as $107 billion in exports and upwards of 2.1 million jobs. USITC, China: Effects of Intellectual
Property Infringement and Indigenous Innovation Policies on the U.S. Economy, Investigation No. 332-519, USITC Publication 4226, May 2011, available at
www.usitc.gov/publications/332/pub4226.pdf.
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to achieve. The failure to fully implement the Agreement, and the introduction of new barriers with respect to all types
of distribution of imported films and TV programming, create a fertile environment for pre-release and mass piracy of
the films sought by the Chinese people. The Agreement will be reviewed in 2017, and we urge USTR to press for full
compliance.

PRIORITY ACTIONS REQUESTED IN 2015

Enforcement:

Take further action against websites offering infringing content and/or those deploying non-hosted platforms
such as Xunlei (recently sued over video piracy), Tgbus, Duowan and Baidu (video). Implement 2012 Network
Rules with regard to liability, and have State Administration of Press, Publication, Radio, Film and Television
(SAPPRFT), the Ministry of Culture (MOC), and the Ministry of Industry and Information Technology (MIIT)
revoke business licenses and stop enterprises from providing access to infringing content.

Bring more targeted and deterrent actions, with transparency, against camcording, media box/STB piracy cases,
and pay-TV piracy.

Facilitate more efficient transfer of copyright cases between administrative and criminal authorities, ensure that
the Economic Crimes Division of the PSB (not the Public Security Division) is assigned to such cases, and make
clear that such transfers are required upon “reasonable suspicion” that the criminal thresholds are met.

Allow right holders as victims the right to file collateral civil claims for compensation during criminal IPR trials.
Follow through on JCCT commitments for transparent, comprehensive, and verifiable progress for strengthening
IP protection for published materials and other copyrights in university (including library) settings.

Ensure that SAPPRFT, theater owners, and others associated with the chain of theatrical distribution of films,
make efforts to prohibit (including criminal penalties) and deter unauthorized camcording.

Establish a central authority to compile statistics of civil, administrative, or criminal cases involving copyright; and
fully implement the Opinions on Disclosure of Information on Administrative Sanctions Against IP Piracy (2013).
Enhance “pre-release” administrative enforcement for motion pictures, sound recordings, and other works, e.g.,
by establishing a voluntary government-backed online copyright bulletin board.

Expand resources at National Copyright Administration of China (NCAC), local Copyright Administrations (CAs),
and Law and Cultural Enforcement Administrations (LCEAs), commensurate with the scale and technical
complexity of piracy problems.

Allow foreign right holder associations to increase staff and conduct anti-piracy investigations.

Legislation:

Enact comprehensive copyright law reform as “first tier” legislation, incorporating changes recommended by IIPA
and member associations in various past filings (including, e.g., the adoption of rights of communication to the
public and broadcasting for sound recordings).

Include intellectual property provisions in the ongoing Criminal Law reform process, including: 1) lowering
thresholds; and 2) ensuring criminalization of Internet piracy, including infringements undertaken for purposes
other than commercial gain, as well as circumvention of technological protection measures (TPMs) and
trafficking in circumvention technologies, software, devices, components, and services.

Enact a criminal prohibition on the use, or attempted use, of an audiovisual recording device to make or transmit
a copy, in whole or in part, of a cinematographic/audiovisual work, from a performance in an exhibition facility.

Market Access:

Ensure full implementation of all commitments contained in the U.S.-China Film Agreement, due to be reviewed
in 2017, including the crucial step to ensure the promotion and licensing of private Chinese enterprises to
engage in national distribution of imported films in competition with China Film Group and Huaxia.

Revoke the Notice imposing registration requirement, onerous censorship, and strict quotas on foreign films and
television programming for online and television distribution in China.
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o Complete revisions to the Catalogue of Industries for Guiding Foreign Investment to open the possibility of
foreign co-investment in audio and audiovisual production and distribution activities, among others; issue
relevant implementing rules.

o Formally revoke the requirement to appoint an exclusive licensee for online music distribution, consistent with
verbal assurances of the same.

PIRACY AND ENFORCEMENT UPDATES IN CHINA

Prior IIPA submissions in the Special 301 docket, as well as IIPA filings in WTO compliance reviews and
other fora, have provided detailed accounts of the many piracy and enforcement challenges and issues in China.
This year’s filing serves as a supplement to those, and is not meant as an exhaustive review of all issues.?

Addressing Online/Mobile Piracy in China: As of June 2014, China had the largest Internet user base in
the world, estimated at 632 million users, including 532 million mobile web users. This creates the potential for
enormous market opportunities for right holders. With increased enforcement actions in 2014, and some market-
opening measures, the overall situation in China is improving for some creative sectors. However, online piracy, and
its impact on licensing negotiations between rightholders and licensed platforms, remains the dominant issue in
China, including illegal download sites, P2P piracy sites, deep linking sites, cyberlockers, BitTorrent indexes or
trackers, forums, streaming sites, and auction sites selling pirated goods and high quality counterfeits. Of the 400
sites being monitored by the music industry and their 225,000 infringing music links detected as of December 2014,
approximately 33% were from cyberlockers. The video game industry identifies that approximately 60% of its online
piracy problems in China were from cyberlockers. Infringing mobile applications have also grown as a problem, with
the music industry reporting to authorities 200 such infringing apps in 2014.

2014 witnessed some significant and targeted enforcement activity. The following key enforcement actions
taken in late 2013 and 2014 against Internet piracy, some of which were carried out in conjunction with “Operation
Sword Net” activities in 2014 conducted by NCAC, PSB, and MIIT, have started to have an impact on online piracy
and to foster a more robust legitimate market online.*

¢ In December 2013, NCAC, together with State Internet Information Office, MIIT, and MPS, jointly held a press
conference to announce the results of the “2013 Special Campaign for the Crackdown on Internet Piracy.” Baidu
(Baidu Player - v.baidu.com) and QVOD were ordered to immediately cease facilitation of copyright infringement,
and penalties of RMB250,000 (US$41,000), the maximum administrative fine under the law, were assessed to
each service.

¢ In May 2014, the Beijing No. 1 Intermediate People's Court issued a decision holding liable P2P streaming video
network and video on demand (VOD) company Beijing Funshion Online Technology Co., Ltd., owners of the
website Funshion.com. This site has caused significant harm throughout Greater China, including Taiwan, as
well as Hong Kong and Singapore. The total award was RMB995,535 (US$161,348) in respect of 23 civil actions
filed.

¢ In November 2014, NCAC meted out administrative remedies against website operators of Yyets, and
Shooter.cn, which were engaged in the flagrant mass dissemination of unauthorized copies of foreign films and
TV shows with Chinese subtitles. Yyets is still accessible, but only maintains a front webpage indicating
countdown to its transformation, presumably the launch of a new service (which it says will take place on

3See, e.g., lIPA, China, 2014 Special 301 Report, February 7, 2014, at http://www.iipa.com/rbc/2014/2014SPEC301CHINA.PDF; IIPA, China’s WTO Compliance
- Notification of Intent to Testify and Testimony Re: “Request for Comments and Notice of Public Hearing Conceming China’s Compliance With WTO
Commitments” (79 Fed. Reg. 48291, August 15, 2014), September 17, 2014, at http://www.iipa.com/pdf/2014 Sep17 ChinaWTO.PDF.

“4Reportedly, during the six-month campaign in 2014, 750 websites with unlicensed content were shut down and fined 3.52 million yuan ($562,345). Music
industry fights online piracy, calls for paid services, ECNS, February 4, 2015, at http://www.ecns.cn/business/2015/02-04/153610.shtml (also reporting the
establishment of a new alliance against online piracy, including nearly 30 companies and organizations, including Chinese and foreign stakeholders and
legitimate online services).
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February 6, 2015). Shooter.cn shut down its operations and was fined RMB100,000 (US$16,207) by the
Shanghai Cultural Task Force in November 2014.

o InJune 2014, the Shenzhen Market Supervision Administration issued an administrative fine of RMB260 million
(about US$42 million) against QVOD. In August 2014, the CEO of QVOD was arrested in South Korea, and later
extradited back to China for criminal prosecution.

e In May 2014, the Beijing Haidian District People’s Court handed down a criminal conviction against the CEO of
the websites siluHD.com and HDstar.org for providing downloads of pirated high-definition content on a pay-per-
view subscription basis. The CEO was sentenced to five years’ imprisonment and a fine of RMB1,000,000
(approximately US$160,000).5

e In November 2014, the District Court in Hefei City (Anhui Province) issued the first-ever criminal conviction
against a camcording broker who also operated the rogue web site DY161.com. The defendant was sentenced
to seven months’ imprisonment and a fine of RMB200,000 (about US$24,500).

Self-help actions had some effect over the past twelve months, and content providers have been generally
more responsive to notices or cease and desist (C&D) letters. The music industry reports an increasing number of
cease-and-desist (C&D) actions targeting online piracy, almost quadrupling in three years (from 8,943 in 2011,
13,233 in 2012, and 15,055 in 2013, to 33,782 as of December 2014). As to the 200 infringing mobile apps noted
above, mostly from the Apple Store, the takedown rate upon notice to the mobile providers was over 92%.6

These actions, while helpful and indicative of a more cooperative attitude among key players in the Internet
ecosystem, unfortunately did not make a significant dent in the infringement of music in China over the past year or
increase revenues significantly. The legitimate music market remains a small fraction of its potential. Despite having
the largest number of Internet users in the world, China’s music market is ranked 21st globally, with revenues in 2013
at US$82.6 million, including US$65.4 million in revenues from digital/online uses of music.” Worse yet, online music
piracy sites and hard goods exports from China are negatively affecting foreign markets, e.g., Hong Kong, Taiwan,
Japan, Singapore, and Malaysia, among others. The local music industry informed the Ministry of Culture about 100
problematic websites in early 2014, and informed NCAC about additional 100 websites as part of “Operation Sword
Net” in July 2014. In response to the NCAC notifications, Local Cultural Enforcement Agencies (LCEAs) from Tianjin,
Qinhuangdao, Neimenggu, Shenzhen, Hangzhou, Chengdu, Fujian, Anhui, Shandong, Jiangsu, Guangzhou,
Shijiazhuang, and Shanghai have contacted the industry for assistance, resulting in the closure of 38 websites,
changes in business models for 8 websites (ceasing to offer music), deletion of alleged infringing tracks on 63
websites, and transfer for criminal investigation of 2 websites (Vdisk and 15ktv).8

Recent innovative industry approaches to the problem have included China’s Capital Copyright Industry
Alliance (CCIA), which brought together more than 70 local organizations to strengthen copyright protection. Under
its auspices, the record and motion picture industry associations have commenced a “Qingyuan Action.” The action
requests that the Internet Advertising Alliance (IAA) stop advertising support of pirate websites. Baidu, being an IAA
member, has joined the Action, and agreed that it will stop advertisements on infringing websites on receipt of
complaints. The local record industry association also signed a Memorandum of Understanding (MOU) with CCIA for
an expedited method (“green channel”) to mark websites infringing music, and for Baidu to halt advertisements on

5Six other employees were also convicted, fined, and sentenced to prison for terms ranging from one to three years.

6To date, China has not provided approval for market access to Google Play, but as of November 2014, reports indicated Google was working on entering the
market and making its store accessible on more devices in China. See, e.g., Rolfe Winkler, Alistair Barr, Wayne Ma, Google Looks to Get Back Into China, The
Wall Street Journal, November 20, 2014, at http://www.wsj.com/articles/google-looks-to-get-back-into-china-1416527873.

7At present, Chinese spend $0.10 per capita on music, and if they spent the same as they spend in Thailand — a country with similar per capita GDP and fairly
high piracy rates - the size of the Chinese market would be US$1.22 billion. If spending equaled that in the U.S., however, the market size would be $19 billion.
China Mobile reportedly generates over US$3 billion a year from value-added music services, predominantly the Caller Ringback Tone (CRBT). However, only
around 2% of these revenues make their way back to right owners in China. See Ed Peto, Glaciers Aligning: Progress In The Chinese Digital Music Industry,
March 13, 2014, at http://www.chinamusicbusiness.com/article/china-great-digital-music-leap-forward/.

8Difficulties in Internet enforcement in China include evasive techniques of the proprietors of the infringing sites. While all Chinese websites have to register with
miibeian.gov.cn, and while one can search the proprietors (people or companies) by using their registration number, domain name, IP address, or “Whois” data,
many infringers use fake registration information, making it much more difficult to locate the actual person or company.
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such marked websites. The first stage of the action was launched in April 2014. Hundreds of links have been
reported in the months since.

In the meantime, IIPA remains concerned about hundreds of unlicensed web services in China,® and
combating copyright infringement on the Internet must remain a top priority for the Chinese Government.'® Many
websites were cited by [IPA members in their “notorious markets” Out-of-Cycle Review (OCR) filings to the U.S.
Trade Representative in the fall of 2014. Sites linked to China include Music.so.com and Verycd.com. Piracy
concerns over the Xunlei video-on-demand service were thought to have been addressed in a Content Protection
Agreement entered into between Xunlei and the Motion Picture Association of America in June 2014, designed to
‘promote legitimate access to film and television shows online.”"" However, after continued concemns over various
acts of copyright infringement, on January 19, 2015, motion picture studios announced that they had filed civil actions
against the operators of Shenzhen Xunlei Networking Technology Co. Ltd., the proprietors of Xunlei, seeking
damages, orders to stop the infringing activity, a public apology, and costs. 2

The problem of online journal piracy in China unfortunately continues to be without a satisfactory resolution.
While the KJ Med entity, which offered STM journal articles for purchase and delivery by e-mail, is no longer
operational, the law enforcement investigation into the operations of the site remains pending, many years after the
original complaint and four years since the most recent complaint. Until there is a final resolution to the matter and
the service is permanently dismantled, other similar services will not be deterred. In 2014, AAP member publishers
found several new sites engaging in infringing activity very similar to KJ Med (i.e., providing unauthorized access to,
or unauthorized copies of, STM journal articles). Publishers are also concerned about “sharing services,” open online
platforms where users can upload and share documents. These services, such as Baidu Wenku, Sina, and Docin,
employ “digital coin” systems, whereby coins earned through uploading documents may be used to “purchase”
English language and Chinese translations of trade books, textbooks, and journals for download. These sharing
services have ineffective notice and takedown processes for reporting and addressing infringements, and take no
proactive steps to prevent even the most obvious infringement. Other online entities sell login credentials that are
used to gain unauthorized access to proprietary online journal databases.

Camcording Tied to Online Piracy, Harms Audiovisual Right Holders: Unauthorized camcording of
movies in theaters — a key source for online audiovisual infringements — is one of the most damaging problems in
China for the audiovisual industry. The problem is particularly acute in Guangdong and Hebei, and in third-tier cities.
The motion picture industry has raised this issue with relevant Chinese Government agencies, e.g., NCAC, NAPP,
and SAPPRFT, and with the China Film Distribution and Exhibition Association. The November 2014 criminal
conviction of a Hefei camcording broker is a very positive sign. The Chinese government should enact a criminal law
which prohibits and penalizes using, or attempting to use, an audiovisual recording device to make or transmit a
copy, in whole or in part, of a cinematographic/audiovisual work, from a performance in an exhibition facility. In
addition, the Chinese government, theater owners, and others associated with the chain of theatrical distribution of
films should take stronger efforts to deter unauthorized camcording.

Media Box/Set-Top Box (STB) Piracy Burgeoning Out of Control: Media box/set-top box (STB)/over-
the-top (OTT) piracy consists of the manufacture, distribution, and use of devices which facilitate massive

9Many music services remain unlicensed, and even those that are licensed may not cover all rights (for example, some licenses only extend to streaming), and
the licenses are restricted to the territory of China, so these sites’ availability in foreign markets is particularly damaging.

10Full and proper implementation of the 2012 Network Rules is critical to hold liable websites and online and mobile services that encourage infringement. Full
implementation of the Network Rules is necessary for ensuring that service providers are: 1) subject to clear secondary liability rules, including in cases of willful
blindness; 2) obligated to respond in a timely manner to takedown notices; and 3) incentivized to take action against repeat infringers. One step IIPA has noted
would be helpful is the establishment of a voluntary government-backed online copyright bulletin board to enhance “pre-release” administrative enforcement for
motion pictures, sound recordings, and other works.

"Xunlei is extremely popular in China, being the 99th most accessed site in China. The site is also ranked 638th most accessed in the world, and ranks
extremely high in Hong Kong (408th), Taiwan (481st), and Korea (637th) as well.

2Motion Picture Association, MPAA Studios File Civil Actions Against Xunlei for Mass Infringement of Copyright, January 20, 2015, at http://www.mpa-i.org/wp-
content/uploads/2015/01/MPAA-Studios-File-Civil-Actions-Against-Xunlei-For-Mass-Infringement-of-Copyright.pdf.
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infringement. These devices are generally manufactured in Shenzhen, China (although Ukraine and Spain have been
cited as other hubs for manufacture and/or distribution),’® and exported to overseas markets, particularly throughout
Asia (Hong Kong, Taiwan, Singapore, and elsewhere) where the content is not licensed. The devices are often
manufactured or promoted and advertised to enable infringement of copyright or other illegal activities. Chief among
these activities are: 1) enabling users to decrypt without authorization encrypted pay television programming; 2)
facilitating easy access to remote online sources of unauthorized entertainment content including music, music
videos, karaoke, movies, video games, published materials and TV dramas; and 3) permitting storage of
unauthorized content, including pre-loading the devices by the manufacturer with hundreds of high definition (HD)
motion pictures prior to shipment; allowing vendors to load content upon import and prior to sale or as an “after sale”
service; or allowing users to employ direct download sites or torrents to download materials onto the devices. Since
China is the main source of this problem spreading across Asia, the Chinese government should take immediate
actions against identified manufacturers and key distribution points for these boxes that are being used illegally.

Pirate Books and Hard Goods, Including for Export, Remain Problematic: The industries continue to
report piracy of hard goods which harm both the domestic Chinese marketand those outside of China. Some
companies report physical piracy, for example, in the form of English language textbooks, but this is not as
substantial a problem as print piracy of trade books. Reports indicate that pirated (largely consumer and religious)
books printed in and exported from China are showing up in parts of Africa. While university-sanctioned piracy has
declined over the years, the Ministry of Education should be more involved in fighting piracy on campuses and
educating librarians and students. The Ministry of Science & Technology should also become more proactive to
address pirate document delivery services, and the Chinese Academy of Sciences should do more to educate
information officers/librarians of the 100 research institutes in China. China remains a major export center for pirate
DVDs of movies and music CDs as well, feeding the global market with an onslaught of illegal copies of foreign and
Chinese movies and music products.

Next-Generation Pay-TV Signal Theft: Pay-TV piracy is a growing concern in China, as well as China’s
role in the worldwide manufacture and export/distribution of pay-TV circumvention devices. It is believed that signal
theft has widened in China’s second and third tier markets in recent years. In addition, concerns have been raised
about the deployment of services providing unauthorized retransmission (including over the Internet) of digital pay-TV
services. The film and TV industries are still learning about the size and scope of the problem, but the emergence of
this next-generation digital pay-TV is certainly a cause for concern.

Continued Need for Enhanced Chinese Government Resources to Tackle Piracy: The
disproportionately small amount of resources devoted to fighting piracy in China, when compared for example, with
those deployed to stop counterfeiting, creates a recipe for failure. Many of the most serious copyright infringing
activities also occur online, and the lack of capability amongst administrative enforcement officers — in their
knowledge of both the technical details of the law and the technological complexities of the online environment —
further limit the efficacy of the administrative system. Civil enforcement efforts are plagued by non-deterrent remedies
(e.g., low damages and limited injunctive relief) and overly burdensome procedures (e.g., extensive documentation
and legalization requirements). As such, the Chinese government should be encouraged to expand resources and
capability at NCAC, local CAs, and LCEAs, commensurate with the scale of the piracy problem. Given the ongoing
prohibition on foreign right holder investigations into piracy, it becomes even more incumbent upon the Chinese
government to enhance its own resources.

3According to the Audiovisual Anti-Piracy Alliance (AAPA), “Irdeto’s investigations have shown that Spain is now an important hub for the sale and distribution of
pirate OTT streaming content and services.” Audiovisual Anti-Piracy Alliance (AAPA), Infringement of Intellectual Property Rights on the Internet: AAPA speaks
at OHIM-Europol-Eurojust Conference, November 6, 2014, at http://www.casbaa.com/images/stories/casbaalregulatory/copyright/AAPA speaks at OHIM-
Europol-Eurojust conference .pdf.
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COPYRIGHT AND RELATED LAWS AND REGULATIONS UPDATE

Prior IIPA filings have documented in detail developments in the Chinese legal system for the protection of
copyright, including copyright and criminal law reform efforts. * These revision processes provide important
opportunities to update the legal regime in China for more effective copyright protection and enforcement.'®

Copyright Law Reform: It is critical that China move swiftly to enact and implement amendments to the
Copyright Law. The draft currently sits with the State Council Legislative Affairs Office (SCLAQ), which received
further public comments in July 2014. IIPA commented on the SCLAO draft, noting numerous improvements in the
draft compared with prior efforts, and believes that time is of the essence to adopt the Bill.

The current draft would establish a framework for cooperation to remove online infringements, specifically,
by adopting principles of potential joint liability of service providers that knowingly and actively encourage
infringement, including the creation of aiding and abetting-type liability for services that abet or instigate
infringements (presumably including non-hosted infringements) of third parties. In so doing, the law may make it
possible to efficiently remove infringing materials from the Internet as well as to halt people from engaging in
massive infringements, but much will depend on the implementation of these measures.' Many other important
topics are taken up in the draft Copyright Law revision. Some of the current proposals may require minor revisions
before enactment to avoid conflicts with China’'s WTO obligations, or inconsistencies with current international or
best commercial practices. IIPA has identified the following areas worthy of attention in the current proposal.

e Ensuring the law retains flexibility to provide effective administrative and criminal remedies (beyond the express
prohibitions in Articles 217 and 218 of the Criminal Law), including TPMs and rights management information
(RMI) violations, pay-TV signal theft, and unauthorized camcording (the use of an audiovisual recording device
in a cinema to make or transmit part or whole of an audiovisual work).

e Ensuring TPMs protections cover all access controls, cover TPM “technologies” and prohibit circumvention
“technologies,” contain a seizure remedy, and do not create overly broad exceptions.

e Confirming WCT- and WPPT-compatible communication to the public and “making available” rights, including
exclusive “making available” rights as to related rights, and rights of remuneration as to broadcasts and public
performances of sound recordings.

o  Confirming expressly the protection of temporary reproductions.

Confirming rights in original live broadcasts as audiovisual works.

o Extending copyright term to life of the author plus 70 years, or 95 years for works and sound recordings whose
term is calculated from publication.

Ensuring that relevant, clear and effective presumptions of ownership and subsistence of copyright are afforded.

e Ensuring collective management structures do not entail mandated state controls and retain voluntary (opt-in),
open and transparent, and inclusive operating structures (see discussion below).

e Permitting authorities to use evidence obtained in administrative enforcement, ensuring right holders have a
right to information and to appeal administrative decisions, and ensuring investigative authority is not used to
harass the injured right holder.

e Ensuring the availability of ex parte relief, preservation orders issued within 48 hours of application, and
appealable written decisions from applications for such relief or order.

'4Last year's major development was the entry into force on January 1, 2013 of Network Rules to address online infringements. Judicial Rules on Several Issues
concerning the application of Law in Hearing Civil Dispute Cases Involving Infringement of the Right to Network Dissemination of Information, Approved at No.
1561 Meeting of the Supreme People’s Court Adjudication Commission held on November 26, 2012. These Rules replaced the 2006 Regulations on the
Protection of the Right of Communication through Information Networks.

'5IPA also notes the commencement of official operations of the National Leading Group (NLG) in July 2013, which has been helpful in mobilizing greater
resources to address copyright infringements throughout the country.

'6The latest draft has deleted the reference to “blocking” which was in previous drafts, but retains the request that ISPs “delete, disconnect the links, etc.” to
infringing content. It is believed the concept may still be included, both in the terminology that remains, and the fact that the list of measures is non-exhaustive
(with reference to the word “etc.”).
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e Ensuring that costs of litigation and attorney’s fees are fully recoverable.

Prohibiting trafficking in encrypted satellite or cable signals, receipt and use of unauthorized decrypted signals,
and further unauthorized distribution of decrypted signals.

¢ Narrowing the software “decompilation” exception to only that part indispensable to achieving compatibility
(interoperability).

e Harmonizing remedies available against unauthorized use of computer programs.

o Ensuring the draft “orphan works” proposal preserves injunctive relief and reasonable compensation, requires
“diligent search in good faith” for the owner, specifies the range of permissible uses, and specifies the remedies
available to a copyright owner that comes forward.

e Ensuring that proposed exceptions to and limitations on copyright are adequately defined and appropriately
narrow in scope, and are otherwise consistent with all three steps of the three-step test.

o Re-inserting the word “written” to appropriately narrow the personal study and research exception; ensuring that
any private or personal use, in particular research, must be for a non-commercial purpose; and ensuring that
any such private or personal use, whether reproduction or otherwise, must be undertaken by that user only.

e Ensuring that the education exception is limited to reproduction of a limited portion of the work only done by a
person teaching or receiving the lesson in the classroom setting, and is for a non-commercial purpose.

o Ensuring that the scientific research exception is limited to personal research for a non-commercial purpose.

o Ensuring that the requirement to register a license is not enforced to create a prohibited formality.

The collective management provisions of the latest Draft Copyright Law remain concerning. First, they
appear to allow CMOs to assert the authority to manage “the entire body of right owners to exercise the copyright
and related rights with respect to public dissemination of works of music or audiovisual works or other use of works
through self-assisted Karaoke systems” on a nationwide level, unless the right holder opts out in writing. Such
extended collective management has only been adopted in a few jurisdictions that have significant and lengthy
experience with CMOs. The current draft language does not specify how many right holders must authorize it or
provide any criteria for determining whether a particular organization can “represent nationwide the interests of the
right owners.” The presumption should be reversed by requiring right holders to opt in if they wish. Second, these
draft provisions appear to mandate a joint “unified standard of royalty fee.” CMOs acting on behalf of different
categories of right holders should remain free to collect their remuneration separately. Draft Article 65 creates a
default presumption that the “unified standard of royalty fee” will be collected by a joint CMO, which is not in line with
current best practice. Finally, the draft appears to limit the damages which can be awarded to right holders for rights
administered by CMOs but in which the right holder has not chosen to use a CMO. To the extent compensation to
such a right holder is limited to “the fee standard of the relevant collective copyright management,” this would
impinge on the ability of right holders not employing a CMO to exercise and enjoy their rights.

Civil Compensation Rules Should be Strengthened: The current Copyright Law includes general
provisions on the availability of civil remedies such as cessation of infringements, eliminating the effects of the act,
making a public apology, or paying compensation for damages in infringement cases where the right holder suffered
loss from the infringing activity. Where actual loss cannot be established, the Law provides an alternative statutory
damage award of up to RMB500,000 (Article 49). There are, however, a number of uncertainties that arise from this
provision. It should be made clear that the Article 49 remedy may be elected by the right holder, in addition to proving
all or part of the losses, and that damages may still be awarded with respect to each individual act of infringement as
opposed to one award for a series of infringements committed by the same defendant. If these principles are not
adhered to, civil damages under Article 49 will not be adequate to compensate the right holder for the harm caused,
because the maximum under that article is too low, and also because the provision does not include a mandatory
minimum award.
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Criminal Code Reform Should Include Intellectual Property: According to the latest reports, the
intellectual property provisions of the Criminal Law (e.g., Articles 217 and 218 and accompanying JIs) and other
related provisions are not set to be considered in China’s Criminal Law reform process. This would be a major
missed opportunity, and we urge the Chinese Government to reconsider this decision. Remaining gaps include:

o Thresholds that are too high (in the case of illegal income) or unclear (e.g., in the case of the copy threshold)."”

e Leaving some critical commercial scale infringements without a criminal remedy because of the requirement to
show that the infringement is carried out “for the purpose of making profits,” an undefined phrase. It is often
difficult for law enforcement authorities or right holders to prove that the infringer is operating for the purpose of
making profits in cases of Internet piracy.

o Failure to separately define criminal violations related to the WCT and WPPT, for example, circumvention of
technological protection measures, or trafficking in circumvention technologies, software, devices, components,
and services.

o Limited criminal accomplice liability with respect to imports and exports (with lower penalties available).

e Uncertainties with respect to increased penalties against repeat offenders.

o Lifting the jurisdictional bar limiting foreign right holders from commencing a private “civil claim” against those
being prosecuted for copyright crimes in local district courts.

Establishment of IP Courts: On August 31, 2014, the National People’s Congressed passed legislation
establishing specialized IP courts in Beijing, Shanghai and Guangzhou. The IP court in Beijing opened on November
6, 2014, has four hearing rooms, and as of December 2014 had selected 22 of its 30 judges. These IP courts will
handle civil and administrative cases related to patents, computer software, technology secrets, trademarks and
some copyrights (when cases meet certain thresholds), according to the Supreme People's Court (SPC). The IP
courts in Shanghai and Guangdong opened in December 2014. It is unclear how the opening of these courts will
affect copyright cases, which thus far, and particularly in recent years, have received fairly favorable treatment in the
key courts in the major first tier cities.

Administrative Criminal Transfer Regulations Need Significant Improvements: The amended Criminal
Transfer Regulations are well intentioned, but do not adequately address existing challenges to the effective transfer
of administrative cases to criminal investigation and prosecution. The Regulations leave unclear whether transfers
are required upon “reasonable suspicion” that the criminal thresholds have been met, and thus, some enforcement
authorities believe “reasonable suspicion is insufficient to result in a transfer, requiring proof of illegal proceeds.
However, administrative authorities do not employ investigative powers to ascertain such proof. The ‘reasonable
suspicion” rule should be expressly included in amended transfer regulations.

MARKET ACCESS UPDATES AND RELATED ISSUES

IIPA has consistently stressed the direct relationship between the fight against piracy in China and the need
for liberalized market access to supply legitimate product, both foreign and domestic, to Chinese consumers. When
legitimately licensed content is blocked from the marketplace, a vacuum for piracy is instantly created. This was a
motivating factor when several IIPA members, believing that China was not living up to its WTO obligations, urged
the United States to bring a case against China regarding many market access barriers in music, audiovisual
products, and publications. The United States prevailed in that case, which concluded in 2009.

Since the WTO case, some sectors have experienced a gradual positive shift in the market access situation
in China, including some easing of investment restrictions in amendments to the Catalogue of Industries for Guiding

"The Supreme People’s Procuratorate has expressed interest in prosecuting online piracy cases, and is exploring issues related to the evidence needed to meet
the thresholds for criminal liability. There may be a need to address thresholds so that non-hosted online services such as P2P streaming services can no longer
escape liability.
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Foreign Investment. In late 2013, the Shanghai Free Trade Zone (FTZ) was opened to foreign investment, allowing
the introduction of game consoles into China for the first time, and easing restrictions on foreign audio and
audiovisual product distribution.’® China also agreed to allow foreign entities to choose their licensees, and allowed
foreign entities to engage in content self-review of music for the first time. New incentives were introduced for more
film co-productions in China. In November 2014, the National Development and Reform Commission (‘NDRC”)
launched a public consultation on a new draft Catalogue of Industries for Guiding Foreign Investment which contains
further easing of investment restrictions. For example, the restriction on foreign investment for the service of
distribution and sale of audiovisual products has been removed, so foreign-invested entities would be allowed to
operate such services through their wholly owned companies in China. The Draft Catalogue also proposes to move
the “production business of audio-visual products” from “Prohibited” list to the “Restricted” list. These would be
positive steps, if adopted.

Unfortunately, many core activities of copyright industries remain restricted or prohibited. For example, the
Negative Investment List in the Shanghai FTZ expressly prohibits investment in “online audio and video programs,”
as well as so-called “Internet cultural business,” while the rules also indicate, “Foreign investors are forbidden to be
engaged or involved in operation of online video games directly or indirectly.” Other rules of the Ministry of Culture
also appear to create conflict with respect to foreign-invested entity involvement in Internet distribution of music.' In
addition, the U.S.-China Film Agreement (discussed below) remains only partially implemented and has not
introduced the broader market reforms that would increase theatrical distribution opportunities for U.S. independent
film producers by allowing private Chinese distributors to engage in national distribution of imported independent
films. On top of this concern, new barriers have been announced for online and television distribution that are already
negatively impacting the Chinese marketplace (discussed just below).

New SAPPRFT Notice Raises Serious Concerns Over Future of Online Distribution of Foreign Films
and Television Programming: In September 2014, SAPPRFT issued the Notice on Further Implementation of
Provisions Concerning the Administration of Online Foreign Films and TV Dramas. The Notice requires online
distributors of foreign films and TV dramas to obtain permits, submit content to SAPPRFT for censorship review,
register and upload relevant information by March 31, 2015 on SAPPRFT's official registration platform; and cap
foreign content at 30%. Furthermore, foreign films and TV dramas that are not registered by April 1, 2015 will not be
allowed for online transmission. This Notice is already having a damaging effect on Chinese websites and the
licensing of audiovisual content. Chinese distributors are delaying or decreasing licensing activity, pointing to the
uncertainty of the new Notice, and have cited conflicting reports on the corresponding requirements. There is great
concern that delays in clearing legitimate content will inadvertently result in a resurrection of rogue sites providing
uncensored content. The new Notice could also have the unintended consequence of increasing VPN usage (to
obtain access to foreign content kept out due to implementation of the Notice), which is undesirable from both the
creative industries’ and Chinese government’'s standpoint. The Notice raises serious concerns, since it imposes a
new formality — a registration requirement — which will be difficult and costly to meet; creates censorship delays,
which will undoubtedly lead to increases in online piracy, puts the onus on NCAC, NAPP, and MIIT to duly enforce
against anticipated upsurge in piracy activity after April 1; and imposes an unwelcome new quota that will do nothing
but stifle the industry.

'8For music, it remains somewhat unclear whether “music videos” are open to distribution in China, and whether a foreign-invested entity established in the
Shanghai FTZ is able to distribute music throughout China. Confirmation of the inclusion of “music videos” as permissible, and the ability to make music available
throughout China, would be helpful.

'9For example, at least according to Ministry of Culture permit rules, it appears foreign entities remain largely barred from engaging in online music distribution in
China. Internet music services are considered Internet cultural activities over which the MOC has jurisdiction. Any “Operating Entity” which provides Internet
music service in China must obtain and maintain an “Internet Culture Operation Permit.” Issued by MOC, but the ICOP is expressly not available to any
Operating Entity which is a foreign-invested enterprise. In other words, if any foreign individual/entity directly or indirectly holds 25% or more of any equity interest
in the Operating Entity, such Operating Entity will not be permitted to apply for or obtain the ICOP. Similarly, where music files are stored on the servers of the
Operating Entity for the purpose of being downloaded or streamed by consumers, such services will be considered as "dissemination of audio-video over
Internet" services ("IP-TV Service") and an IP-TV Permit must be issued by SAPPRFT. Similar to the ICOP, an IP-TV Permit is not available to any Operating
Entity which is a foreign-invested enterprise. For imported music files, the relevant license holder also needs to obtain an import-related approval from MOC.
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Self-Censorship of Foreign Entity Music Should be Continued: On August 12, 2013, the Administrative
Measures on Content Self-Censorship of Internet Cultural Operating Units of MOC were issued (entering into force
December 2013), allowing foreign entities to self-censor music content. This self-censorship was considered as a
pilot project until November 2014, after which time MOC was to decide whether or not to extend or expand it. The
Ministry of Culture has not announced whether it will be extending the project, but should do so.

Appointment of Licensees: The Chinese government verbally indicated in 2013 that it is no longer
necessary to appoint an exclusive licensee for online music distribution. However, to avoid any uncertainty, it is
recommended that the Chinese government formally revoke this requirement, so that foreign music companies are
free to designate licensees of their choosing.

U.S.-China Film Agreement Implementation: The February 2012 U.S.-China Film Agreement has had the
positive impact of increasing the box office revenue sharing participation from 14-17.5% to 25% and raising the
formal quota for imported box office revenue-sharing films from 20 to 34 films (14 of which enter the Chinese market
in enhanced formats). However, China has yet to implement key provisions of the Agreement that would bring broad
reforms and introduce competition to the distribution marketplace benefitting all producers. Until the U.S.-China Film
Agreement is robustly and fully implemented, and national theatrical distribution can be officially licensed to private
Chinese enterprises so they can compete with the dominant SOE incumbents, many film producers will have very
limited export opportunities in China.2 The audiovisual industry strongly encourages China'’s full compliance with the
Agreement. Under its own terms, the Agreement will be reviewed by the two countries in 2017.

2The independent film industry, which produces the majority of U.S. films, continues to experience limited access to the Chinese marketplace, and is only able to
secure a very limited number of revenue sharing quota slots. Most independent films are still imported and theatrically distributed in China on a non-revenue
share basis, and suffer from lack of distribution options and below-market commercial terms. Both the financial return and the license fees for the underlying films
are massively eroded by the lack of qualified theatrical distributors who can adequately support a nationwide theatrical release, and by a relatively non-
competitive and non-transparent marketplace. The lack of legitimate distribution opportunities for independent films make these films particularly vulnerable to
piracy as Chinese consumers struggle or are unable to find the content they want through legitimate channels.
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INDIA

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (IIPA)
2015 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: IIPA recommends that India remain on the Priority Watch List in 2015.1

Executive Summary: Changes are afoot in India, with a new Administration and positive indicators that the
government recognizes intellectual property as an important element of India’s overall economic future. The drafting
of a National IPR Policy, launched by a government-appointed IPR Think Tank, begins, “Creativity and Innovation are
the forces which drive growth, development and progress in the knowledge economy,” and dubs India’s motto as
“Creative India; Innovative India.”2 Meanwhile, India is witnessing expansive growth of Internet availability, via both
wired and wireless networks, and using a plethora of devices, from computers to mobile phones and tablets. The
expansion of Internet connectivity and increasing recognition by the Indian government of the importance of IP to its
national economic policy should translate into significant new market opportunities for right holders. As an example of
what is at stake for just one creative industry sector, a report released in 2014 indicated that the total gross output of
the Indian film and TV industry in FY2013 is estimated at US$18.5 billion, providing more than 1.8 million jobs.?

Despite these opportunities, evidenced by the launch of many legitimate services in India,* copyright piracy,®
regulatory barriers, and market access barriers® inhibit the continued growth of domestic and foreign copyright
stakeholders in India. Pirate online services undermine not only the local Indian market but also the vast potential
export market for the Indian creative industries. Indian content is often exported or licensed via global deals,
reflecting the considerable demand internationally for accessing Indian creative works; and yet the value of licensing
remains negatively affected by the availability of the same content via pirate sources. In addition to growing online
and mobile piracy, unauthorized camcording of movies in the theaters, hard goods piracy including the unauthorized
use of published materials, and signal piracy involving unauthorized distribution and/or receipt of pay-TV content, all
harm creators in the Indian market.

While good cooperation is forthcoming against hosted content online, the IT Act should be amended to
provide a more expeditious and effective remedy to seek orders to halt access to infringing materials through
services (whether in India or not) built on infringement. The Cinematograph Bill should be amended with specific
provisions to prohibit the unauthorized camcording of movies. The Copyright Act should ensure adequate protection
against the circumvention of technological protection measures (TPMs) and trafficking in circumvention
devices/technologies (to ensure full implementation of the WIPO Copyright Treaty (WCT) and WIPO Performances
and Phonograms Treaty (WPPT)). Rollout of new locally manufactured pay-TV set top boxes (STBs) as well as
imported STBs must adopt adequate TPMs. Greater priority should be assigned to copyright piracy cases (both
source and online) by police, prosecutors, and judges, to overturn the trend of low conviction rates and non-
deterrence. Uniform enforcement procedures should be adopted by the states and subject to better national

"For more details on India’s Special 301 history, see previous years’ reports at http://www.iipa.com/countryreports.html. For the history of India’s Special 301
placement, see http://www.iipa.com/pdf/2015SPEC301HISTORICALCHART .pdf.

2National IPR Policy (First Draft), December 19, 2014. IPA has commented on the First Draft with various suggestions, largely consistent with this filing.

3Deloitte, Economic Contribution of the Indian Motion Picture and Television Industry, March 2014.

4Legitimate platforms online in India include Big Flix, Eros on Demand, Box TV, iTunes India, Yahoo India, You Tube India, Ditto TV, BSNL Hungama, Spuul,
NFDC Cinemas, Myplex, and Biscoot Talkies. The Motion Picture Distributors’ Association (MPDA), along with The Film and Television Producers Guild of India
(FTPGI) launched an initiative www.findanymovie.in to help consumers find legitimate sites. In the physical marketplace, Landmark, Crossword, and Planet M
sell legitimate Blu-ray discs, DVDs, and VCDs.

5For example, the local music industry estimates harm from music piracy alone in India at INR800 Crore (around US$125 million).

6The United States International Trade Commission (USITC) notes in a December 2014 report on India, “The main policy barriers [adversely affecting U.S.
companies doing business in India] include tariffs and customs procedures, foreign direct investment (FDI) restrictions, local-content restrictions, treatment of
intellectual property (IP), taxes and financial regulations, regulatory uncertainty, and other nontariff measures.” USITC, Trade, Investment, and Industrial Policies
in India: Effects on the U.S. Economy, Publication No. 4501, Investigation No. 332-543, December 2014, at http://www.usitc.gov/publications/332/pub4501.pdf.
The report further finds that “If tariff and investment restrictions were fully eliminated and standards of IP protection were made comparable to U.S. and Western
European levels, U.S. exports to India would rise by two-thirds, and U.S. investment in India would roughly double.”
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enforcement coordination. Steps should also be taken to ease market access and regulatory barriers such as high
tariffs and taxes, “must provide” requirements in the pay-TV sector, and compulsory and statutory remuneration
schemes, which especially harm the music and audiovisual industries.

PRIORITY ACTIONS REQUESTED IN 2015

Enforcement

Hold regular consultations between copyright stakeholders and ISP and mobile networks to foster greater
cooperation and expeditious and effective remedies against online and mobile infringements.

Halt instances of unauthorized camcording and avoid export out of India of illegally sourced motion pictures.
Introduce cybercrime law enforcement officers in all state police stations; add centralized IP crime unit under
Central Bureau of Investigation (CBI) Cyber Crime Detective unit to ensure proper investigation of IP crimes,
including Internet piracy, in a systematic, coordinated, and efficient manner.

Establish standard operating procedures for enforcement agencies.

Encourage establishment of special IP panels with expert judges, and IP-devoted prosecutors, to accelerate
effective and deterrent adjudication processes in both civil and criminal cases.

Have Indian Customs effectuate ex officio seizures, followed by destruction, of illegal exports as well as imports.

Legislation

Immediately implement legislation to deal nationwide with online and mobile piracy, including providing a more

robust legislative basis for courts to order ISPs to disable access to websites and services enabling infringement.

Amend the IT Act to make copyright infringement a predicate offense, thereby providing authorities with power to

order expeditious remedies against non-hosted online and mobile services built on copyright infringement.

Enact amendments to India’s Cinematograph Bill making it an offense to possess an audiovisual recording

device in a cinema intending to make or transmit a copy of an audiovisual work, in whole or in part.

Complete the ratification process to carry out the intention behind the Copyright Act 2012 to join and ensure

compliance with the WCT and WPPT.

Further amend the Copyright Law to, among other things:

o clarify prohibitions against circumvention of access control TPMs, and of trafficking in circumvention
technologies, devices, components, or services.

e remove burdensome restrictions on freedom of contract at odds with industry practices and the expectations
of the creative parties.

e remove or restrict the scope of statutory license provisions for broadcasters, which is negatively affecting
the operation of market economics for audiovisual and musical works, and sound recordings.

o establish enhanced penalties for “pre-release” piracy.

Provide tax benefits for copyright associations so that they may use the tax savings for anti-piracy and capacity

building activities in the country.

¢ Amend state organized crimes (Control of Goonda) laws to include book, music, and video game piracy.
e  Conduct a study through WIPO on the contribution of India’s creative industries to the Indian economy.
o Ensure that adequate IP protection forms a crucial element of the forthcoming Digital India Policy.
Market Access
o Eliminate significant market access barriers imposed on the motion picture industry, including:
o TRAI and government rules banning exclusivity and imposing “must provide” rules in the pay-TV sector.
o Localization requirements and per-channel fees beaming into India.
e Price caps for pay-TV channels that stifle the growth of the industry.
o Foreign direct investment caps for radio/up-linking of news and current affairs TV channels, and pre-
approval requirements for most other broadcasters to invest.
e Ministry of Finance service taxes.
o Eliminate high tariffs on entertainment software and hardware products.
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PIRACY AND ENFORCEMENT UPDATES IN INDIA

Prior IIPA reports on India contain detailed discussion of piracy and enforcement issues.” This report serves
only as an update and is not to be considered an exhaustive review of the issues.

Internet Connectivity Creates Opportunities But Also Challenges: India is now the second largest
Internet market in the world, with an estimated 302 million Internet users as of December 2014, surpassing the
United States.? India boasted over 900 million mobile subscribers (nearly 75% penetration) as of the end of 2012
according to the Telecom Regulatory Authority of India (TRAI), with increasing 3G capabilities (according to IMRB-
2012 and Nielsen-2013, India had over 100 million mobile Internet users, with 25 million from rural areas), and a
‘mobile first” approach that is coming to fruition. The Modi Administration is committed to an even greater “digital
push,” including connecting 250,000 village level centers to a “National Broadband Grid” with speeds of at least 2
Mbps. As such, India’s online and mobile markets show enormous potential for commercial growth for creative
industries into the future, whether Indian or non-Indian content, urban or rural, English or non-English.

With these increasing opportunities, however, come enormous challenges, including online and mobile
piracy. Per indicators from Comscore’s analyses of the top 200 sites in India for copyright piracy, 21% are direct
download sites, 21% are torrent sites, 17% are social networking sites, 13% are streaming/direct download sites, 8%
are cyberlocker sites, 8% are streaming only sites, 4% are radio sites, 4% are blog sites, and 4% are wireless access
protocol (WAP) sites.® As of this writing, notorious piracy sites most accessed in India include kickass